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Abstract— In Cloud Computing environment, when clients or 
providers want to authenticate themselves to the cloud, they face 
some problems like the security level of their credential 
information to be stolen or by illegal using of their decrypted 
messages by attackers during the communication process. The 
service providers and clients delegate a third party to monitor 
and enforce the datacenter in the infrastructure level of cloud. 
However, the third party might not be a trusted enough for one 
of them or for both, so they need to manage their data by them 
selves. In this paper, I will go over one technique for each issue to 
solve the privacy problem. Web Service Security model for 
encrypted and decrypted messages, and Private Virtual 
Infrastructure model for monitoring the data over cloud. 

Keywords— Cloud Computing, Cloud Security, Locator Bot, Virtual 
Private Infrastructure, Web Service Security. 

I. INTRODUCTION  
 

In Cloud Computing environment, there are different 
issues that users should consider when they get the benefits of 
the Cloud services. Most considered issues are related to the 
boundaries of the organization, which direct us in deep to the 
issue of loosing the control of the organization resources 
within the cloud environment [1]. That happens when the 
resources are moved to the cloud environment then the owner 
of these resources losses the monitoring and controlling on 
their functionality. 

One of the most important issues is the inside and 
outside security threat. The outside threats are similar to the 
tradition large datacenters [2]. Cloud Computing is not a new 
concept that we use to provide the information via networks. 
Since that, the same traditional networks security issues cloud 
computing has been faced, and we need to figure out these 
problems. Cloud computing is faced by different challenges to 
be applied with a high level of security [3]. The responsibility 
of facing the security issues in the cloud is divided between 
different parties like the user, service vendor and a third party 
who located in between of the user and the provider to provide 
some security services like Service Level Agreement [2]. 

 
There are two different security models that support 

two different levels of services in cloud computing to be 
secure. The first model is Web-Service Security (WS-

Security) that supports working in message level. This model 
provides Encryption/Decryption concepts, which are using in 
the security of Authentication, Integrity, and Confidentiality. 
The second model is Private Virtual Infrastructure (PVI) that 
discuss the safety of Datacenters in the cloud by distribute the 
duties between the service provider and the client [4].  
 

 
 

Figure 1: Cloud Security Related Issues 
 

 

II. WEB SERVICE SECURITY MODEL 
 

This part is one of the most significant solutions for 
the security issue in Web Services, which provides some 
security services to the cloud like integrity, confidentiality and 
authentication [5]. This solution explains how to apply the 
security XML standards, which are XML signature and XML 
encryption to the SOAP messages. 

 
1) MXL Security Standards 

The first stander is the XML Signature, which allows the 
process of digitally signing the XML fragments to proof 
authenticity or to ensure the integrity. A simple structure of 
the XML Signature element is as follows [5]: 
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<Signature>  
<SignedInfo> 
 <CanonicalizationMethod Algorithm="..."/> 
   <SignatureMethod Algorithm="..."/>  
   <Reference URI="..." > 
   

 <DigestMethodAlgorithm="..."> 
   

 <DigestValue>...</DigestValue>  
   </Reference> 
</SignedInfo> 
<SignatureValue>...</SignatureValue>  

</Signature> 
 
The second one is the XML Encryption, which provide 

the encryption service to the XML fragment to be encrypted to 
ensure dada confidentiality. The process is as follows an 
EncryptedData element takes a place of the encrypted 
fragment containing the ciphertext as a content of the 
encrypted fragment.  
 

2) Transport Layer Security (TLS) 

It has been introduced under its common name 
“Secure Sockets Layer (SSL)”. This layer consists of two main 
parts [5]: 
a. Record Layer: which encrypts/decrypts TCP data streams 

using the algorithms and keys negotiated in the TLS 
Handshake. 

b. TLS Handshake: which is used to authenticate the server 
and the client. 

Today, it is considered as the most important 
cryptographic protocol worldwide, since it is implemented in 
every web browser.  

 
3) Web Service Security Issues 

I will illustrate two main issues that WS-Security model 
is faced, which are XML Signature element wrapping and web 
browser security.  

 
a) XML Signature Element Wrapping 

Clients are able to connect to cloud computing using a 
web browser or web service. Although, WS-Security uses 
XML Signature in order to protect an element’s name, it is 
unable to protect the positions in the document [6].  

 
What is the problem? 

An attacker is able to manipulate a SOAP message by 
copying the target element and inserting whatever value the 
attacker would like and moving the original element to 
somewhere else on the SOAP message. 

 
To solve of the problem  

i. Using a WS-Security with XML signature and digital 
certificated such as X.509 issued by trusted Certificate 
Authorities. 

ii. Servers should create a list of elements that is used in 
the system and reject any message from unexpected 
clients. 

 
b) Web Browser Security 

Web browser is a common method to connect to the 
cloud systems. Before a client can request for services on the 
cloud system, the client is required to authenticate himself 
whether he has an authority to use the cloud system or not [6].  

 
What is the problem? 

These days, web browsers are not able to apply WS-
Security concepts (XML Signature and XML Encryption). So, 
they cannot use XML Signature concept to authenticate 
client’s credentials (e.g. username and password). In addition, 
web browsers have to use SSL/TLS to encrypt the credential 
and use SSL/TLS handshake process to authenticate the 
clients. However, SSL/TLS only supports point-to-point 
encryption which means the message will be encrypted and 
decrypted many times during the communication process, so 
the attacker might get a decrypted message in one of the steps, 
and he can change, delete or manipulate it and resend it again 
with his information. 
 
To solve of the problem 

Providers should create web browsers that support using 
XML Security concepts [7]. As A result, web browsers are 
able to use XML Encryption in order to provide end-to-end 
encryption in SOAP messages. Consequently, SOAP messages 
don’t have to be encrypted and decrypted for many times 
because it just encrypted and decrypted for one time, so 
attackers cannot get any decrypted message.  

 

III. PRIVATE VIRTUAL INFRASTRUCTURE (PVI) MODEL 
 
Usually, there is a third party that works with service 

provider and client to control and save datacenter. In cloud 
computing, PVI model has been suggested to distribute the 
responsibility of control and save datacenter between 
providers and clients. In this model, users would have security 
over their information in cloud and providers would have 
security over the fabric of the server [5].  

The service level agreement (SLA) between the client 
and provider is critical to defining the roles and 
responsibilities of all parties involved in using and providing 
cloud services. The service level agreement should explicitly 
call out what security services the provider guarantees and 
what the client is responsible for providing. Web Service 
Level Agreement (WSLA) framework is developed for SLA 
monitoring and enforcement in SOA [8, 9]. In cloud 
computing environment, the monitoring and enforcement tasks 
are delegated to a third party to solve the trusted problem [2].  
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In order to verify the security within the cloud, each 
service in the cloud needs to be able to report security 
properties present and the report must be verifiable. This 
ability means that clients need visibility into the security 
settings and configuration of the fabric.  

Trusted Computing Techniques have been chosen to 
verify these settings and report the configuration of the fabric 
in PVI. Additional requirements for PVI are that 
communications to and within PVI should be done through 
virtual private networking and all links should be encrypted 
with IPSec or SSL tunnels. This step provides confidentiality 
on the network and prevents other users within the cloud from 
eavesdropping and modifying communications of PVI [9]. 

One of the components of the PVI is the PVI Factory; 
which represents where all the components are replaced on. 
The PVI Factory should be fully controlled by the owner of 
the information either being standalone unit or in the site of 
the owner [4]. 

 

TRUSTED COMPUTING 
Trusted Computing provides users to verify their security 

postures in the cloud and control their information, allowing 
them to achieve the economies of scale, availability, and 
agility that the cloud promises. 

 
Trusted Platform Model (TPM) 

It is a cryptographic component that provides a root of 
trust for building a trusted computing base. The TPM stores 
cryptographic keys that can be used to attest the operating 
state of the platform. The keys are used to measure the 
platform, which are then stored in the TPM’s Platform 
Configuration Registers (PCRs) [9]. When clients want to 
attest a platform, clients can request the PCRs and verify that 
the platform meets its requirements and policy.  

 
What is the problem? 

Trusted Platform Model is only works for non-
virtualized environments.  

 
To solve of the problem 

TPM needs to be virtualized. So, Virtual TPM has been 
developed and implemented for each virtual machine (VM) on 
a trusted platform. Individual computing platforms within the 
cloud each have a TPM owned by the service provider. 
VTPMs are linked to the physical TPM and used to secure 
each VM in the cloud [6]. 

Locator Bot (LoBot) is an architecture that 
cryptographically secures each VM by tightly coupling a 
VTPM in its own stub domain. LoBot allows each VM to be 
verifiable by its owner and provides secure provisioning and 
migration of the VM within the cloud as well [9].  The LoBot 
application at the target environment, this probe application, 
receives and unseals the resource environment. So, if the 

source environment got changed and unknown tampering 
within exist transfer, the decryption phase will detect this 
changes. The probe measures do the measuring of the source 
environment one more time to make sure that everything is 
safe and to validate the integrity and to ensure the successfully 
of lunching process in the target environment.   
 

IV. CONCLUSION 
In this paper I represent two solutions for two problems 

in Cloud Computing. The first model is Web Service Security 
(XML Signature and XML Encryption) that solves the 
unauthorized using of decrypted messages. Although, the idea 
of this model can solve this problem, the web browsers are not 
able to apply this model. So, we need to develop a web 
browser that supports the idea of this model.  

In the other hand, a third party monitors the datacenters 
in cloud, so PVI model can determine the responsibilities for 
client and provider. The problem that I believe is when client 
wants to know which platform meet his requirements because 
it will still problem for the client to determine his requirements 
and control the security side in the infrastructure. The client 
will cause a number of problems in the datacenter and in the 
cloud computing system. 
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Abstract— In Egypt, water security tops the national agenda 
whereby studies reveal that estimations of available water and 
water needs for different purposes are heading towards an 
increasing gap between water supply and demand. This paper is 
the first to integrate RT-Delphi with ontology KB, explanation, 
scenario methods and structural analysis. It provides a strategic 
planning methodology based on a multi-participatory approach. 
Moreover, this paper introduces a tailored methodology for a 
successful scenarios building process in Egypt. It discusses how 
the futures studies methods could be integrated into the decision 
analysis and making process in Egypt. Final, this Research builds 
on our research to support policy/decision makers in Information 
and Decision Support Centre (IDSC)-Egyptian Cabinet for the 
Egypt's water security research. 

Keywords:Knowledge-based DSS, Eyptian Water Security,RT-
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I.  INTRODUCTION  

The Nile stands as Egypt's main source of water whereby it 
secures 80% of Egypt's water yield per year-according to the 
1959 Nile Agreement, Egypt's fixed quota of Nile water comes 
to 55.5 billion m3/year [1]. In Egypt, water security tops the 
national agenda whereby studies reveal that estimations of 
available water and water needs for different purposes are 
heading towards an increasing gap between water supply and 
demand. Water gap, in Egypt, is likely to increase by time, not 
only because of the anticipated increase of water demand, but 
also due to the impact of other factors on the available quantity 
of Nile water [2].  

Different national and international research efforts tried to 
tackle the problem of water security and the future water gap in 
Egypt [1, 2, 3, 4, 5, 6]. Uncertainty and Complexity, which are 
arising from future unprecedented events/ wildcards, represent 
the main challenges for the previous research [7]. 
Policy/Decision maker need for two crucial activities, which 
are explorative the futures and analysis its impacts [4, 7]. 

Delphi method being an important qualitative tool of future 
studies applied in discussing a given issue via collective 
intelligence and scientific forecasts. Using this tool, it is aimed 
at deriving the knowledge from a group of experts, directing 
them towards consensus on aspects of the introduced issue, and 
introducing verifications of the relatively extreme positions [8, 
9]. The Delphi method is a powerful and a well structured tool 
for knowledge acquisition, because its anonymity process. In 
Delphi method the process for knowledge acquisition from 
domain participators is done by controlled opinion feedback for 
a series of questionnaires. It provides the domain participators 
to move toward consensus [10, 11].  

 

For knowledge elicitation process, the Real-Time (RT-
Delphi) Delphi technique is widely-used as a structured and 
controlled debate. In RT-Delphi, all opinions are made 
anonymous and the domain experts move toward consensus. it 
has the following 5 advantages (in comparison to traditional 
Delphi): Round-less approach then significantly saves time and 
cost, experts have instantaneous access to the website, 
flexibility in the number of participants and it can be easily 
applied to problems formulated in a matrix design[10, 11].  

Scenario-based methods are powerful methods for futures 
anticipation and analysis. It has come through operation 
analysis and the use of Delphi-methods. The pioneer to use the 
scenario-based concept in futures studies was Herman Kahn in 
the 1950's in the RAND Corporation in the U.S.A [10]. 
MICMAC (Impact Matrix Cross-Reference Multiplication 
Applied to a Classification) represents a structural analysis 
based on comparing the hierarchy of issues in the various 
classifications (direct, indirect and potential), which is a rich 
source of information to determine the major wildcards of a 
specific domain [12]. Moreover, domain ontology is major in 
order to provide an easy way towards the knowledge 
acquisition process by minimizing the misunderstandings when 
debating a certain concept or a problem [13]. It plays an 
important role for reducing the contradiction of the experts' 
judgments by defining a common language between domain 
experts. Also, it describes the domain concepts, their attributes 
and all relationships that hold between these concepts [14]. 

The core idea of our research paper is to develop an 
intelligent decision support system (IDSS) to identify the main 
factors of uncertainty that will affect in the future Egypt's water 
security, and to anticipate potentials of these uncertainty 
factors, their different expected impacts. The ontology-based 
RT-Delphi, scenario based and explanation method are 
integrated for the developed IDSS. Final, more than 25 experts 
in the areas of water, economic and political science share in 
this research. 

The paper structure is organized as follows: in Section 2, 
we discuss the problem addressed. Then in Section 3, our 
proposed solution is explained in details including the inputs, 
output and the approach itself. Also, in Section 4, we give the 
results and discussions. Finally in Section 6, we conclude and 
suggest possible future work. 

II. PROBLEM DEFINITION 

Different national research efforts, from literatures, tried to 
tackle the problem of water security and the future water gap in 
Egypt. These researches weren't efficient and effective enough 
to deal appropriately with the long-term uncertainty and 
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complexity.  The long view of these researches is based on a 
limited number of participators’ views. Also, it have different 
challenges in handling knowledge acquisition process for 
instance: dealing with the misunderstanding of some concepts’ 
meaning, handling knowledge contradiction, allowing 
knowledge gathering from experts in different locations and 
having an efficient and effectiveness communications between 
experts. Final, they don't provide policy/decision maker with 
their need for powerful tools, which deal with studying the 
futures and analysis its impacts on the Egypt's water security. 

III. PROPOSED SOLUTION 

The study at hand contributes to foreseeing the future of 
Egyptian water security, by analyzing the impact of varied 
factors influencing Egypt's water security in terms of the 
political, economic, environmental, hydrological, legal and 
strategic aspects, developing an integrated vision, and forming 
a new approach for further research in this area and providing 
comprehensive knowledge. Different Futures studies and 
knowledge-based methods are enhanced and integrated to 
develop the intelligent DSS. The following sub-sections 
discuss in details the solution proposed. 

A. The Developed Framework 
As shown in figure1, the developed framework consists of 

three main components, which are model-based, knowledge-
based and graphical user interface sub-systems. Model-based 
component has two sub-components, which are model base and 
model-base management sub-component. There are different 
models in model-base system, which are ontology-based RT-
Delphi, scenario based and cross impact analysis. The model-
base management component provides models integration and 
execution. In addition, knowledge-based component has two 
sub-components, which are knowledge-base and knowledge-
based management system.  

The Knowledge-base component consists of three sub-
components which are ontology, explanation and policy sub-
components. The explanation sub-component provides “What 
if” and “Why” explanation, which help for reducing the 
uncertainties associated with the long-term scenarios and 
increasing the confidence of policy/decision makers about the 
consensus results. Furthermore, the domain expert knowledge 
consists of two main categories, which are experts' judgment 
and its justifications that represent the core of “Why” 
explanation. Final, graphical user interface sub-system provides 
the policy/decision decision maker capabilities for reporting 
consensus summary information, consensus justifications and 
the visualization capabilities. 

 

 

 

 

Figure.1."conceptual view of the IDSS framework"

 

Figure.2. The IDSS Phases 

 

B. Inputs/Outputs 
The inputs of the knowledge-based structural analysis 

approach are based on the knowledge of nominated and 
weighted experts. Table1 lists the inputs used in our new 
approach (the usage of each input will be illustrated in the 
algorithm section). As shown in table 2, the two major outputs 
of are: the KB-MICMAC Matrix, and “Why” and “What if”.  
Also, based on the KB-MICMAC Matrices, policy/decision 
makers can determine the influential and dependency drivers 
with the domain experts' explanation. 

 

C. The Developed Methodology 
The developed system was applied to identify the main 

factors of uncertainty that will affect in the future Egypt's water 
security, and to forecast potentials of these uncertainty factors, 

Table 1. Inputs of the developed new approach 

Short Name Full Name Type 

MICMx 
Structural analysis 

based on MICMAC 
Matrix 

2D-Matrix 

Table 2. Outputs of the developed new approach 

Short Name Full Name Type 

DrMx Drivers Types Matrix 2D-Matrix 
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their different expected impacts, and proposed relevant 
procedures.  

Our developed methodology is based on utilizing domain 
experts’ experiences and imagination. It utilized both 
qualitative and futures studies' models. RT-Delphi is enhanced 
by integrating ontology component and it is used as a 
knowledge elicitation tool.  Also, Forecasting method which is 
a compound methodology that does not seek foreseeing or 
planning for the future, but it rather conducts a set of 
conditional forecasts or scenarios assuming either the reality or 
desired ones. The third method is the scenario-based method, 
which is utilized domain experts knowledge and generated all 
possible future scenarios.  

This methodology is applied to identify the main factors of 
uncertainty that will affect in the future Egypt's water security, 
and to forecast potentials of these uncertainty factors, their 
different expected impacts, and proposed relevant procedures. 
25 experts in the areas of water, economic and political science 
are shared and answered relevant questions. As shown in 
figure2, our developed methodology consists of two phases of 
completing this task is as follows: 

• 'Identify' Phase 

This phase plays a fundamental role in the scenario 
construction. In addition, in this phase, domain experts identify 
the main factors affecting Egypt’s water security by utilizing 
experts' knowledge and their imaginations. As shown in 
figure5, the enhanced ontology-based RT-Delphi [12] is used 
for knowledge elicitation. The Ontology KB provides to create 
a repository of Egypt's water security knowledge. The 
developed ontology KB architecture represents its sub-
ontologies and the relationships between their concepts. It 
consists of six sub-ontologies: model drivers, model variables, 
participators, questionnaires, planning bedrock, policy, which 
are consist of different concepts. Moreover, each sub-
ontologies consists of different concepts’ prosperities (name, 
description, weight ranking and its impact). 

• 'Generate' Phase 

Given the aforementioned main factors affecting Egypt’s 
water security, the future of water in the Nile basin will likely 
be shaped according to three alternative scenarios. 'Generate' 
phase provides domain experts to generate all possible futures 
scenarios. Forecasting, scenario-based and RT-Delphi are 
integrated to generate all possible futures scenarios. Factors are 
represented in each Political, Economical, Soci-culture, 
Technical, Ethical, Legal (PESTEEL) issues. As shown in 
figure3, the integrating two futures studies methods, which are 
the structural analysis, based on Impact Matrix. 

• 'Generate' Phase 

Cross-Reference Multiplication Applied to a Classification 
(MICMAC) and the enhanced RT-Delphi (ERT-Delphi) 
method, which is used to identify the major drivers. There are 
two types of information represented in the knowledge 
acquisition matrices of the ERT-Delphi: the first is a guide-
information that contains 4 items for each question: (1) median 
response of the expert group (2) the number of responses made 

(3) justifications that the other experts  have given for their 
responses, which are being ordered by values. Moreover, the 
second type is the judgment information that allows the experts 
to add a new numerical answer and type his/her justifications 
for their own answer(s). A group of the domain experts can fill 
in the structural analysis matrix over a period of time 
determined by the domain analysts, in the questionnaire’s 
design step. When the relationship is direct influence, the 
filling-in direct influence is low (1), medium (2) or high (3). In 
addition, zero value (0), appears if there is not a relation. 

• 'Display' Phase 

This phase provides policy/decision makers for different 
visualization and report generation capabilities. The outputs of 
this phase are (1) the major drivers (2) future scenarios (3) 
explanation capabilities (“why” and “what if”) and finally (4) 
visualization and report generation.  Figure6 and figure7 show 
the “why” and “what if” explanation flowcharts. 

Applying this methodology, the research does not conclude 
to a determination of achieving any of the aforementioned 
scenarios as this is an issue that is not related to future 
planning. But the objective is rather allowing policy/decision 
makers to learn about the requirements for achieving one of the 
desired scenarios according to their relevant preference in order 
to work on giving it precedence over other alternative 
scenarios. 

IV. RESULTS AND DISCUSSION 

A. Major Drivers  
Based on the consensus results of 25 domain experts about 

the issue of Egypt's water security, the most important drivers 
affecting Egypt's water security were identified as follows: 

• The trend of relations between countries of the Nile basin 
towards either cooperation or struggle (weight value = 90%, 
# of accepted experts = 25). 

• Impact of external powers stimulating conflicts or 
cooperation (weight value = 85%, # of accepted experts = 
25). 

• Shifting of some Nile basin countries to irrigated agriculture 
and minimizing pressure on the blue water (weight value = 
85%, # of accepted experts = 23). 

• The nature of change in the economic conditions in countries 
of the Nile basin (weight value = 80%, # of accepted experts 
= 20). 

• Some of the Nile basin countries constructed water reservoirs 
or control utilities (weight value = 75%, # of accepted experts 
= 21). 

• High impact of climate change on the water yield of 
the Nile basin (weight value = 75%, # of accepted 
experts = 20). 

• The impact of the separation of South Sudan on the 
Egyptian water yield from the Nile basin (weight 
value = 70%, # of accepted experts = 17). 
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• Political stability or instability in domestic policy of 

the Nile basin countries (weight value = 70%, # of 
accepted experts = 17). 

 

 

 

 

 

 

 

 

 

 

 

 

B. Futures Scenarios 

Given the aforementioned main factors affecting Egypt’s 
water security, the future of water in the Nile basin will 
likely be shaped according to three alternative scenarios: 
business as usual, optimistic scenario, and pessimistic 
scenario. 

• Business as Usual 

o The current situation of struggle relations between Egypt 
and the Nile Basin Countries, will continue, nevertheless, will 
not escalate to war because of the experience of political 
interactions the countries of the Nile basin maintain and the 
reasonable margin of rationality in its interrelation[15, 16]. 
They also maintain minimum level of good geographic 
neighbourhood relations. Also, the domestic political, 
economic and social circumstances of the Nile basin 
countries will not permit potential escalation of conflicts and 
struggle [16]. 

o According to the Consensus results of the developed DSS: 

o A change in the current situation of cooperation or 
struggle regarding water is unlikely (because there were no 
sharp deviations regarding the potential full cooperation or 
struggles that may escalate to war over water). 46%, 38% 
and 50% is the probability percentage of increasing the 
normal yield of Nile water before 2030 via operationalizing 
the cooperation mechanism when Egypt develops projects in 
the Ethiopian Plateau, Equatorial Lakes Plateau and Bahr el 
Ghazal. But the percentage is 48% in the event of reaching 
an agreement on some of the conflict areas by amending the 
existing legal agreements of the Nile basin countries.  

o There is difficulty of benefiting from green water and 
relieving the pressure off blue water in the countries of Nile 
basin because of the lack of sufficient funding in the present 
time. 

o Probability percentage for Egypt-in cooperation with 
donor or lender international organizations-to develop 
projects aimed at assisting other countries in benefiting from 
green water and thus relieving pressure off blue water in: the 
Ethiopian, Equatorial Plateaus and Bahr el Ghazal is 49%, 
52% and 53% respectively. 

o It is unlikely for the basin countries to experience an 
economic boom, as improving the economies of the Nile 
basin countries requires complete satiability of political 
regimes which needs attention to the development plans that 
in turn require local, regional and international capital, 
capacity building, technical calibers and improvement of 
institutions and laws. Such issues can only be achieved on the 
long term. 

o There is low probability of an impact from the separation 
of south Sudan on Egypt's normal yield of the Nile water, as 
the new State in the south will be bound by all past 
conventions related to the River Nile. Needless to mention, 
that south Sudan is advantaged with abundant rain which 
spares it the need for this water. According to Delphi Survey, 
percentage of the probability of a relevant impact on Egypt's 
Nile water supply is 45%.  

o It is likely that climate changes will continue without an 
impact on the normal yield of Nile water in Egypt, at least, 
during the coming twenty years. According to a study 
prepared by the Organization of Economic Cooperation and 
Development (OECD) in 2004, there is a limited confidence 
regarding the value and direction change in rain falling in 
the future on the Nile basin countries. Based on the survey 
results, the probability percentage that climate changes will 
move the rain belt far from the Ethiopian, Equatorial Lakes 
Plateaus or Baher Al Gazal is 40%, 35% and 44% 
respectively. 

 
• Optimistic Scenario (Regional Cooperation) 

o This is the scenario of regional cooperation, optimization 
of available opportunities for developing shared water 
resources and building a water regional system that is 
capable of securing the needs of the region's countries. 
However, this should not undermine the fixed historical and 
legal rights of some of the countries. Also, this scenario 
involves the potentiality of expanding cooperation areas 
among Nile basin countries within the Nile Basin Initiative 
that combined between collectiveness and consensus, as it 
included all ten Nile basin countries as members, created an 
institutional framework for collective cooperation, received 
governmental and political support, and paid great attention 
to the projects, programs and mechanisms aiming at building 
mutual trust among river countries in the basin side by side 
to capacity building and training projects and mechanisms.  

o The consensus results of the developed DSS indicate: 

o There is an increased possibility of establishing water 
related projects in collaboration with the basin countries via 
building and connecting dams on a unified electricity network 
in those countries, in collaboration with international donor 

Table 3 WRT-MICMAC2 Consensus Results 

Diver  Type 

A Key wildcard event 

B Key wildcard event 

C Key wildcard event 

D High Influence, low Dependent  

E High Influence, Low Dependent  

F Low Influence, Low Dependent  

G Low Influence, Low Dependent  

H Low Influence, Low Dependent  
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organizations, aimed at generating power for agriculture and 
industrial production purposes rather than storing water and 
assist in regulating water supply to Egypt.  

o The probability percentage of completing Gongli Canal is 
56%, in addition to the possibility of redirecting Congo River 
to enable benefiting of its water. In this regard, survey results 
show percentage of probability for Egypt to benefit of water 
of the Congo River as 60%. 

 
• Pessimistic Scenario (Conflict) 

o This scenario is based on the possibility that variables 
motivating struggle will lead to raising chances of conflict of 
national interests in the Nile basin countries to an extend of 
inter struggle. The struggle inclination might rise in the Nile 
interactions given the following variables: 1) A strong and 
sharp inclination of the Nile basin sources countries towards 
enforcing the principle of "selling Nile water" to the two 
countries of the mouth and stream. This strategy on the 
middle and long term will cause an eruption of international 
water struggle and wars among the countries.2) Escalated 
role of the external motivating powers for Nile-Nile struggle 
based on the following considerations: 

o It is projected the countryX will play a motivating role for 
water struggle in the Nile basin in addition to the indirect 
role of countryY. In this regard, it will work on besieging and 
pulling the parties of Egyptian policy, on the regional level, 
in a way that serves coining the countryY power on the 
political and strategic levels in preparation for an effective 
the countryX role. 

o Countries of the upper Nile basin will seek to constitute 
external coalitions, each according to its powers and 
strength, aimed at changing the current situation. Ethiopia, 
Kenya, Tanzania, and Uganda are more prone to changing 
and stimulating struggle and tension. 

o Separation of south Sudan will be on the expense of all 
projects dedicated to exploiting the Nile water wasted in the 
Egyptian and joint upper parts. This is similar to Gongli 
Canal project where the implementation of the projects is 
conditional upon the approval of the infant State of south 
Sudan. 

o The political tensions in the Ethiopian Plateau will 
negatively affect the Egyptian water yield as well as failure to 
implement any proposed projects. According to the survey, 
percentage of the probability for a civil war to erupt (because 
of ethnicity, religion, political or tribal affiliation) in the 
Ethiopian Plateau and bearing an impact on water projects 
and management is 53% and 57% respectively. 

o The probability percentage of Nile basin countries to have 
an increased demand for the Blue water for the agricultural, 
industrial, drinking, tourism, and fish wealth purposes by 
2030 in the Ethiopian, Equatorial Plateaus and Bahr El 
Gazal Region is 60%, 61% and 59% respectively. As for the 
probability percentage for those countries to construct dams 
or other projects in the Ethiopian, Equatorial Plateaus and 
Bahr El Gazal Region-aimed at meeting the increased 

demand for water-that will eventually affect Egypt's Nile 
water quota by 2030 is 63%, 59% and 54% respectively. 

 

V. RESULTS AND DISCUSSION 

1. Complexity and uncertainty of the long-term futures are 

the major challenges to develop more justifiable 

estimates for to the quality of long-term view and 

policies. We can summarize, in this paper, we develop an 

intelligent decision support system (IDSS).  

2. The developed IDSS applied to help policy/decision 

makers in Egypt for addressing the most important future 

incidents affecting Egypt's water security. Also, it was 

used for identifying, analyzing and foreseeing potentials 

of Egypt's water security as ground to thinking of pilot 

solutions aimed at evading problems and crisis as well as 

developing a set of procedures and policies whereby 

Egypt's water security is attained. The developed IDSS is 

based on integration of scenario-based, RT-Delphi 

knowledge-based and explanation modeling capabilities.  

3. The consensus results of 18 experts show that: 8 drivers 

are the major drivers for Egypt's water security. The 

major drivers are used to generate as usual, optimistic 

and pessimistic scenarios.  

4. The next step in our research is to apply policy 

generation and evaluation approach to create policies that 

can help policy/decision makers to manage the future 

threats. Also, data-mining techniques can be used as a 

powerful tool for automated ontology building. Data-

mining can improve the process of creating a formal 

ontology of a specific domain. It can help for minimizing 

the user manual intervention and by combining existing 

techniques like clustering. 
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Abstract— The enhancing cumbersome intricacy of wireless 
communications technologies and inclusion in a wide range of 
miscellaneous applications mean the related spectrum 
management issues are being more complex. Pursuant to this 
spectrum complexity relates equally to private and public sector 
use of the spectrum. Changes from an industrial to an 
informational based society and the associated demand for 
enhanced communications services push the need for seamless 
access further. It is likely that removing unnecessary regulatory 
distinctions between government and non-government spectrum 
will become increasingly important to maximize the overall 
benefit derived from use of the spectrum. Many applications of 
practical interest stem from the capability to monitor and store 
packet-level traces in a WiFi, WiMAX, 3G and 4G networks. In 
this approach, yields strong practical benefits, given the costs and 
complication of accessing network equipments, especially in the 
Radio Access Network as well as pondering of security. The 
author of this paper discusses the opportunities to exploit in and 
addresses challenges faced by the key players in South Asian 
region and seeks the spectrum commons approach in South 
Asian countries and concludes that, even in the face of enormous 
challenges, the potential benefits and opportunities are 
noteworthy adequate to necessitate grim thoughtfulness by 
telecommunications policy–makers in their function as spectrum 
managers. 
 
Keywords— Spectrum, Regulatory, RFID, DSA 

I. INTRODUCTION 

The world is appearing frequency spectrum forces as a 
scarcity of resource treating the spectrum like land. The 
regime in which spectrum is allocated by frequency or 
location or power to specific users can be thought of as a static 
control method “open loop control” for solving the 
interference problem. Radios for specific uses were 
engineered specifically for the frequency associated with the 
ITU [1] licenses and so avoided interference control method. 
Dynamic Spectrum Access Networks as well as cognitive 
radio networks will provide high bandwidth to mobile users 
via heterogeneous wireless architectures and dynamic 
spectrum assess techniques. The advent of technologies such 
as WiFi, WiMAX and more recently 3G & 4G, opened up 
opportunities for broadband access in license-exempt bands, at 

distances of various ranges. The Authority of South Asian 
Countries should issue a preliminary ruling on the use of 
cognitive radio and should convene technical meetings on the 
topic.  
 

II. CHALLENGES AND OPPORTUNITIES 
 
A. Incorporated Wireless Network 
Notwithstanding several wireless communication systems, 
like Cellular, WiFi, WiMAX and 3G, have developed 
independently, they should be integrated for seamless access 
by users. Consequently, in recent years, Cellular/WiFi 
integrated networks [2], [3] and WiFi/WiMAX integrated 
networks [4], [5] have been researched actively. In particular, 
a WiMAX/WiFi integrated network can achieve high-quality 
communications by using WiMAX and WiFi as 
complementary access resources. This integrated network 
enables load balancing between WiMAX and WiFi by using 
each system selectively in response to the demands of users 
and the condition of each system. However, this integrated 
network assumes that each wireless system uses the spectrum 
band prescribed by law, so that, even if the WiMAX system 
has unused spectrum temporarily, it cannot be used by WiFi 
systems. As a possible solution to this problem, cognitive 
radio is receiving much attention. 
 
B. Intervention 
An immense accountability for seeking apposite spectrum and 
curtailing the interference caused to, and received from, other 
users. By employing techniques like as intensified frequency 
re-use, “cognizant” radios, intervention 
avoidance/cancellation, “smart” antennas, space-division 
multiplexing and a host of other techniques, in that ways 
spectrum can be shared on a much more efficient, 
opportunistic and real-time basis, thereby dramatically 
increasing the capacity of the resource. Interference among 
these multiple paths would be avoided by using sophisticated, 
highly directive, multi-beam antennas and other techniques. 
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C. The Spectrum 
3G spectrum— 120 MHz—stems from two hotly contested 
decisions in connection with spectrum in the 1.7 and 2.1 GHz 
bands. Another 130 MHz (or more) of spectrum is now 
available for broadband mobile services in the 2.5–2.7 GHz 
band as a result of the existing wireless cable or Multichannel 
Multipoint Distribution Service (MMDS) and instructional TV 
(ITFS) licensees to use all of their spectrum to serve mobile 
devices as well as fixed locations [6].  
 
D. Dynamic Spectrum Access (DSA) 
In connection with [7], DSA strategies can be classified in 
terms of three models namely- the Dynamic Exclusive Use 
Model (DEUM), the Open Sharing Model (OSM), and the 
Hierarchical Access Model (HAM), which are depicted below. 
 
     1) Dynamic Exclusive Use Model (DEUM): The use of this 
model hinders the present spectrum regulation policy, in 
which spectrum bands are licensed to services for exclusive 
use. The main idea is to commence flexibility to advance 
spectrum efficiency. Two approaches have been proposed 
under this model, namely, spectrum property rights and 
dynamic spectrum assignment. The former approach allows 
licensees to sell and trade spectrum and to choose freely 
between technologies. The economy and the market will 
therefore play major roles in driving towards the most 
profitable use of this limited resource. On the other hand, the 
latter approach aims to improve spectrum efficiency through 
dynamic spectrum assignment by exploiting the spatial and 
temporal traffic statistics of the various services. 
 
     2) Open Sharing Model (OSM): This model employs open 
sharing among peer users as the basis for managing a spectral 
region. Advocates of this model draw support from the 
phenomenal success of wireless services operating in the 
unlicensed Industrial, Scientific, and Medical radio band. 
 
    3) Hierarchical Access Model (HAM): This model adopts a 
hierarchical access structure with primary users (licensees) 
and secondary users. The key idea is to open licensed 
spectrum to secondary users while limiting the interference 
perceived by primary users. Two approaches to spectrum 
sharing between primary and secondary users have been 
considered, namely, spectrum underlay and spectrum overlay. 
The former approach imposes severe constraints on the 
transmission power of secondary users so that they operate 
below the noise floor of primary users. By spreading 
transmitted signals over a wide frequency band (i.e., using an 
Ultra-Wideband system), secondary users can potentially 
achieve short-range high data rates with extremely low 
transmission power. Alternatively, the latter approach does 
not necessarily impose severe restrictions on the transmission 
power of secondary users, but rather on when and where they 

may transmit. It directly targets spatial and temporal white 
space in the spectrum by allowing secondary users to identify 
and exploit local and instantaneous spectrum availability in a 
nonintrusive manner. 
 
E. Harmonization of RFID Frequencies 
Nonetheless DSA, Harmonization of RFID is more significant 
to have spectrum available in all relevant markets if it is to 
work in South Asian Countries. While harmonized frequency 
bands for RFID systems are important, it is also important to 
have a workable authorization regime and licensing 
framework for each of the relevant markets when 
harmonization is not practicable. There could be benefits in 
reduced costs to harmonizing spectrum on a global basis in a 
small number of frequency ranges. On the other hand, using 
more complex hardware and software, it is technically 
possible for individual tags and readers to operate with 
multiple frequency bands within different markets. It is vital 
to give manufacturers and operators flexibility in spectrum 
options, particularly for the diverse set of RFID applications 
[8]. 
 
F. Co-ordination with South Asian Countries 
The effective use of radio spectrum will typically require 
careful co-ordination with neighboring countries in South 
Asian Countries, to intricate the extent of harmful 
interference. The Government must weigh up the benefits of 
co-ordinate and harmonized use of spectrum across South 
Asian neighbor countries against the constraints which this 
imposes on spectrum management. South Asian markets 3G 
and other mobile broadband technologies are commonplace. 
There are very high penetration rates of Smartphones and 
tablets, relatively high Average Revenue Per User (ARPU) 
and a highly competitive market. The result is a staggering 
increase in network traffic without a corresponding increase in 
revenue - a trend that cannot be sustained. The solution to this 
needs to include creative ways to break out of the flat-rate 
tariff model while creating mobile plans that make sense to 
the subscriber. Developing markets such as Indonesia, India 
and Bangladesh have very large populations and lower ARPU. 
The rapid increase in Smartphone penetration, not higher 
usage, is what driving data traffic volumes on 3G networks. 
Innovative pricing and packaging is not top priority - their 
challenges are based on pure scalability, efficiency and 
operational cost structures. 
 
G. Satellite Radio 
To create the Satellite Digital Radio Service (SDRS), a 
comparatively small amount of spectrum (12.5 MHz) was 
awarded to each of two licensees, now known as XM Radio 
and Sirius. Both companies began to roll out service in 2002. 
With each MHz of SDRS spectrum able to deliver at least ten 
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channels of CD quality across the United States, the radio 
business will be transformed. 
 
H. Regulatory Failure 
The reasons of regulatory failures may arise from: 

· the lack of information available to the regulator 
about the costs, revenues and economic trade-offs 
facing business, government entities and individuals; 

· the cost of analyzing data may be prohibitive for the 
regulator; 

· changing technology and demand, which makes it 
difficult for the regulator and regulation to keep pace 
with change; 

· a lack of incentives for the regulator to make the 
right decisions, compared to those for industry; 

· overly stringent rules by the regulator that hamper 
innovation and prevent resources from being use in 
the most valuable way; 

· excessive complexity; 
· risk aversion; for example, the desire to eradicate 

rather than manage risk; 
· the creation of distortions; that is, the creation of 

incentives that result in diversion of resources to less 
efficient activities; and 

· regulatory duplication; that is, more than one scheme 
designed to produce the same outcome. 

 
I. Cost and Affordability  
In accordance with 4G Network cost and affordability are a 
number of issues to consider that reflect some degree of risk, 
as well as opportunity, so that these networks are successful 
once rolled out to the general public, and in general, 4G 
Networks are designed in order to create an environment that 
supports high-speed data transmission and increased profit 
margins for organizations that utilize these capabilities. 
Developing a successful 4G Network platform is a positive 
step towards the creation of a wireless and broadband 
environment that possesses rapid transmission speeds, data 
integrity modules, and other related events that encourage 
users to take additional risks in promoting successful 
utilization of these 4G tools.  
 
J. Capabilities and Features 
Even though the 4G Network platform is not brand new, many 
telecommunications providers have not yet developed their 
own alternatives that will support this network in full. 4G is 
intended to replace the current 3G systems within few years. 
The ambitious goal of IP based 4G, unlike 3G is to allow the 
provided connection with higher bandwidth, data rate, lower 
authentication overhead, and will ensure services constantly 
without any interruption to Internet users to access all type of 
services including text, databases, and multimedia. This 
feature makes to have incorporated infrastructure of all current 

networks and consequently will be easier to have access 
services and applications regarding the environment in South 
Asian. Accessing 4G networks will be possible virtually by 
using any wireless device such as PDAs, cell phones, and 
laptops.  
 
K. Grand Challenges of Security and Privacy  
The heterogeneity of these 4G wireless networks exchanging 
different types of complicated data to blanket very wide 
geographic area (considering in South Asia) with seamless 
service with the core addresses mobility, security, and QoS 
through reuse of existing mechanisms while still trying to 
work on some mobility and handover issues is to be safety [3]. 
Therefore, it is necessary for the organization to develop an 
effective series of tools that support maximum 4G security 
measures as a means of protecting data that is transmitted 
across the network from hackers and other security violations.  
 
Furthermore, the encryption and decryption methods being 
used for 3G networks are not appropriate for 4G networks as 
new devices and services are introduced for the first time in 
4G networks. To overcome these security and privacy issues, 
two approaches can be followed. The first is to modify the 
existing security and privacy methods so that they will be 
applicable to heterogeneous 4G networks. Another approach 
is to develop new dynamic reconfigurable, adaptive, and 
lightweight mechanisms whenever the currently utilized 
methods cannot be adapted to 4G networks.  
 
L. Grand Challenges of Quality of Service (QoS) 
With respect to network quality, many telecommunications 
providers are promising there will be enhanced connectivity, 
and the quality of data that is transmitted across the network 
will be of the highest possible quality, as in the case of 
Ericsson’s 4G Network for TeliaSonera. The main challenges 
to 4G networks are integrating non-IP-based and IP-based 
devices. It is known that devices that are not IP address based 
are generally used for services such as VoIP. On the other 
hand, devices that are IP address based are used for data 
delivery. 4G networks will serve both types of devices. 
Consequently, integrating the mechanisms of providing 
services to both non-IP-based as well as IP-based devices is 
one of key challenges 4G networks have to address. 
 
M. BWA Market in South Asia 
South Asia is not only the largest and the fastest growing 
broadband wireless market globally but also encompasses the 
broadest array of new technologies. Of all the current 337 
HSPA (High Speed Packet Access) networks tracked by the 
GSM association (GSMA), 21 percent are in South Asia; of 
all the 592 WiMAX networks tracked by the WiMAX Forum, 
nearly 20 percent are in South Asia [9]. 
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TABLE I 

CLASSIFICATION OF THE ASIAN BWA MARKETS 
 

Classification Market definition Markets 
The leaders 100% + mobile 

penetration and 
advanced 3G/HSPA 
networks 

Australia, Japan, 
Korea, Hong Kong, 
Singapore, Taiwan 
and New Zealand 

The giants Large population 
countries with room for 
increasing mobile 
penetration, nascent 
3G/HSPA networks, 
and potential for 
WiMAX adoption 

China, India and 
Indonesia 

The emerging 
markets 

Room for increasing 
mobile penetration and 
nascent 3G/HSPA 
networks with extensive 
promise for WiMAX 
adoption 

Philippines, 
Malaysia, Thailand, 
Vietnam and 
Bangladesh 

 
Pursuant to this, clarified issues are proper Spectrum 
Management will make more opportunities like employment, 
revenue, GDP in South Asian countries with a cooperative 
pattern. 
 
N. Recommendation 
To develop and apply a harmonized policy framework for the 
management of the radio spectrum to include allocation, 
assignment and licensing and would take into consideration 
the consumer demands for new services, technological 
developments, the various stages of telecommunications 
developments and the peculiar circumstances [10]. The core 
principles of spectrum management would be achieved in 
order to:  

· Maximize the efficient use of radio spectrum 
· Ensure that spectrum is made available for new 

technologies and services, and flexibility is preserved 
to adapt to new market needs 

· Develop a fair, efficient and transparent process for 
awarding licenses 

· Make allocation and licensing assignments based on 
marketplace demands and other appropriate means 

· Promote competition 
· Ensure that spectrum is available for important public 

benefits (i.e. safety and health). 
· New spectrum requirements should be met through 

the market in all but exceptional circumstances. 
· Pricing mechanisms should be used to ensure that the 

value of spectrum is reflected in the fees paid by 
public sector users. 

· Band-sharing should be pursued as far as possible, 
with fee reductions available to reflect the value of 
sharing permitted. 

 
South Asia’s market size geographical diversity and divergent 
market dynamism are creating test beds for the technical 
standards and business cases for BWA. The developments in 
South Asia will likely provide key indicators and, in some 
cases, the necessary volume, or carrier innovation, for global 
adoption. One sixth of the world’s mobile phones are in China 
and India alone. If China continues to favour its own 3G (and 
future 4G) standard over WiMAX this could tip the balance 
for the future of BWA while India’s stance on 3G technology 
adoption also has great potential to impact market dynamics. 
 
Industry estimates also show that Asia will soon be the top 
region for BWA video consumption and, by 2017, this region 
is predicated to generate over half (53%) of all traffic, 
followed by Europe (26%) and North America (14%). These 
estimates can be explained by the fact that wireless broadband 
has been the widely chosen option for broadband connectivity 
across many of the South Asian countries. 
 

III. BUSINESS ALIGNMENT IN SOUTH ASIA TO SUPPORT BWA 

BUSINESS MODELS 

BWA can be used to support the delivery of data services such 
as SMS, IM and email which typically have been maintained 
as discrete VAS products managed at the marketing level with 
little interaction across other business departments. Operators 
may now start the business model in response both to their 
desire to achieve revenue growth from BWA services and to 
respond to the increasingly competitive and margin-stressed 
industry for their traditional services. The following are some 
of key considerations when transforming business operations 
to support the BWA business models in South Asia [11].  

· Simplification and rationalization of the legacy 
product portfolio can be accomplished as part of the 
business transformation program to support BWA 
operations. A robust product profitability review and 
retirement of legacy products should be examined. In 
conjunction with the overall business transformation 
such product rationalization can serve to improve the 
overall customer experience and lower costs to serve. 

· Customer-centric management of BWA resources, 
including the horizontal mobilization of technical and 
business personnel for planning, marketing, 
operations and customer relationship management. 

· Achieving procurement and supply chain excellence 
is of utmost importance for a multi-channel approach 
to the procurement of services, including the 
management of content Intellectual Property Rights 
(IPRs) and Digital Rights Management (DRM). 
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Effective vendor management and partner selection 
become key components of an enhanced Supply 
Chain function. 

· Shifting sales and marketing focus from discrete and 
bundled services to converged multi-channel 
services. 

· Implementing pricing structures and billing systems 
those offer both mult-channel options and third party 
OTT access pricing and revenue sharing. 

· Management of data warehousing, customer 
profiling, real time data integration and analysis for 
location-based services. 

 

IV. CONCLUSION AND FUTURE WORKS 

The size of 3G market in Latin America will grow to $112.97 
billion in 2017 from $79.56 billion in 2011. Growing 
importance of mobile broadband and bundled services will 
propel the market to ensure 6 percent annual growth during 
the period, and the coverage and quality of mobile broadband 
services combined with the high penetration of mobile devices 
have driven the telecom operators in South Asian to offer 
services of high added value [10]. A report from Beijing-
based research company Analysys International, the 
penetration rate of 3G in China could be more than 20 percent 
by the end of the year. With the emergence of WiFi, WiMax 
3G and 4G, broadband wireless telecommunications have 
been spreading all over the world at an exponential rate. The 
extensive use of radio spectrum everywhere created 
challenges for the reduction of interference through smart 
spectrum management practice. New challenges evolve for the 
harmonization of new standards and technologies introduced 
by different operators and organizations. The new challenges 
of addressing the cross-border issues between neighboring 
countries in South Asia demand strong international 
cooperation. Unbounded opportunities have been opened up 
through the applications of broadband wireless 
communications for realizing Wireless World Wide Web 
(WWWW) or Internet connectivity for the rural people. This 
will bring unprecedented changes in the socio-economic 
conditions of rural populace. At this moment, the telecom 
regulators all over the world are puzzled with the WiMAX, 
3G, and 4G and beyond licensing policies and implications. 
The BTRC of Bangladesh is also planning to develop a good 
3G and 4G licensing policy to open up unbounded 
opportunities for its people through appropriate use of the 
Wireless Internet. In future work, it will be necessary to 
propose a spectrum-sharing method that considers QoS issues 
for network traffic. 
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Abstract— The brisk and mammoth yield of wireless mobile 
community, coupled with their demands for high speed, wideband, 
multimedia services, stands in clear contrast to the limited radio 
spectrum allocated in international agreements. Advanced mobile 
services combine the innovation potential of reckoning, data 
communications, and the wireless industry. So, Current Radio 
Spectrum Management (CRSM) [1] remains as a key challenge to 
the efficient engineering of mobile wireless networks. Different 
types of innovation scenarios can be distinguished, depending on 
the constellation of sunk cost and the cost of coordination between 
suppliers along the value chain. No single spectrum management 
framework supports all equally well, although spectrum use 
markets seem to be most broadly compatible. A mixed approach is 
possibly superior to any given individual class of spectrum 
management. Broadening the literature on spectrum policy, the 
author of this Paper focuses on implications and issues of Current 
Radio Spectrum Management regimes for rolling out in mobile 
services in Bangladesh with the current status of Radio Spectrum 
Management (RSM) polices and outline the key issues in RSM for 
next generation mobile wireless networks although the 
development of 3G in many countries new directions are being 
researched. 
 
Keywords— CRSM, RSM, QoS, ISM, Spectrum 

I. INTRODUCTION 

In the contemporary world, Bangladesh emerging 3G, 4G 
mobile data services and mobile computing will enhance the 
existing services by blending the extraordinary innovation 
potentials of the wireless, reckoning and digital information 
industries. In Bangladesh, 97% of the householdes have mobile 
device, 65% people use mobile phone [2] alongside within 
2014, financial value of mobile applications will be more than 
30 billion in the global market [3]. Visions as to the unlimited 
opportunities of new wireless platforms (e.g., meshed 
networks), intelligent devices (e.g., agile radio), and ubiquitous 
wireless applications, captured in the notion of pervasive 
computing, abound. The author anticipates that by 2030 mobile 
data communications will generate more than twenty percent of 
the revenues of wireless service providers. In Bangladesh 
mobile devices rather than PCs or laptops may become the 
primary internet access tool. Despite the limitations of the 

present wireless platforms, most importantly fairly limited 
bandwidth, the number of mobile internet users is growing 
rapidly. Network operators are currently upgrading their 
networks to platforms that provide higher bandwidth and will 
support more advanced multi-media applications. Evolutions of 
the present “second generation” (2G) of mobile services, often 
termed “2.5G” services, can provide up to 171.2 kbps and are 
better suited to deliver mobile data applications, including basic 
internet access. A few network operators have begun to offer 
“third generation” (3G) services, which are designed to provide 
384 kbps in a fully mobile and up to 2 Mbps in a stationary 
environment, which is sufficient to allow video streaming and 
other multimedia applications. Wireless local area networks 
(e.g., WiFi or Hiperlan) which in most countries even 
Bangladesh are operated in unlicensed spectrum bands and can 
provide up to 54 Mbps, are deployed to provide local 
connectivity. Mobile network operators were only lightly or not 
at all regulated. One of the crucial issues in the wireless 
industry is the framework put into place to govern spectrum 
access and use. The proliferation of wireless applications and 
services has put great strain on the traditional system of 
administrative licensing and revealed its shortcomings. Many 
countries have introduced spectrum auctions to accelerate the 
assignment of licenses. However, these limited reforms have 
created new problems and more fundamental changes in 
spectrum management are being considered. It also reduces 
barriers to new operators and new services as it makes a better 
use of available spectrum, which is especially important for 
limited spectrum suitable for mobile applications. To improve 
end-user affordability, especially for broadband services 
because the cost of service delivery is directly reflected in 
service pricing, and the cost of delivering broadband services is 
higher than cost to deliver voice only. As we are moving 
towards the next generation (WiMAX, 3G, 4G) of mobile 
systems, the need for improving coverage, systems capacity 
and service quality becomes more and more important. 
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TABLE I 

ELEMENTARY FEATURES OF SPECTRUM MANAGEMENT REGIMES [4] 
 Administrative 

licensing 
Flexible licensing Ownership Commons Open access 

Rights Exclusive Exclusive Exclusive Quasi-exclusive Non-exclusive 
Allocation Government 

planning 
Government 
planning 

Endogenous (owners), 
government 

Endogenous (users), 
government 

Endogenous (users) 

Assignment Administrative 
process 

Auction Auction, market 
transactions 

Auction of usage rights, 
users 

None 

Dynamic 
adjustment 

Government 
planning 

Government 
planning, licensees 

Market transactions Auction of usage rights, 
users 

Users 

Interference 
protection 

Government 
planning, queuing 

Government 
planning 

Ownership rights User-defined rules Protocols, etiquette 
rules 

Congestion 
management 

Government 
planning, queuing 

Government 
planning, queuing 

Owner-defined 
protocols, queuing 

User-defined protocols, 
queuing 

Protocols, etiquette 
rules, real-time 
auctions 

Selection in case 
of competing uses 

Government 
planning 

Government 
planning 

Market transactions Government, users, 
technology 

Technology, 
voluntary standards 

 

II. CURRENT RADIO SPECTRUM MANAGEMENT ISSUES AND 
IMPLICATIONS 

 

A. Approaches of Spectrum Management 

With the remarkable growth in applications for licenses, the 
weaknesses of the administrative approach, including long 
delays, the impossibility for the government to pick the most 
promising proposals, and the lack of economic incentives to 
use spectrum efficiently, became evident. In response, many 
nations began to experiment with more flexible forms of 
licensing. Some countries have started to fundamentally 
overhaul the system of spectrum management and to search for 
more adequate alternative frameworks. Of the range of options, 
the author reviews five categories, of which all other variants 
are subsets: administrative licensing, flexible licensing, 
ownership, spectrum commons, and open access. These 
regimes differ with regard to the nature of rights they bestow 
and other important dimensions of spectrum management 
(Table 1). 
 

Three of the five regimes (administrative licensing, flexible 
licensing, and ownership) grant exclusive rights to the licensee, 
although they are structured differently. Pro forma, a license 
only grants temporary usage rights but not ownership.

 

In a 
spectrum ownership model, full property rights would be 
established, granting owners not only a right to use but also a 
right to leave spectrum unused, to lease it to third parties, to 
sell it, or to give it away. These three models continue to be 
based in the paradigm that exclusive control of a 
communications channel is a necessary prerequisite for 
interference avoidance. In contrast, spectrum commons would 
grant usage rights to a well-defined group. They establish 
exclusive rights with regard to the external environment but 

shared use within the commons. Open access models allow 
anybody meeting certain minimal conditions, which are 
established to avoid interference and reduce congestion, use of 
spectrum. 
 

B. Comparative Properties of Spectrum Management 
Regimes 

Although under ideal conditions, administration could yield an 
efficient outcome, the practice of spectrum management is far 
from it. For example, large swaths of licensed spectrum remain 
underutilized (“white spectrum”) while other bands are 
crowded. The administrating agency often lacks the 
information to judge alternative proposals and licensing is 
therefore often politicized, slow and plagued by inefficiencies. 
The proliferation of potential wireless applications has led to an 
explosion of license applications and has multiplied these 
problems. In response, agencies have introduced more flexible 
approaches to spectrum allocation and replaced the traditional, 
time consuming “beauty contests” with auctions. Spectrum 
auctions can be considered the major innovation in spectrum 

policy during the past decade. They allow the placing of a 
market value on spectrum, are transparent and not easily prone 
to political manipulation. In our context it is most important 
that auctions result in upfront spectrum fees that constitute 
entry cost into the mobile market. These upfront fees may 
increase the incentive of the licensee to pursue a “walled 
garden” strategy to enhance the chances of cost recovery. 
Poorly designed auctions can also increase the pressure towards 
industry consolidation and further reduce the number of 
gateways between application and service providers and users. 
One approach is used in the three unlicensed bands that are 
currently available in the Bangladesh 100 MHz of spectrum in 
the 2.4 GHz range, known as the Industrial Scientific and 
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Medical (ISM) band, is designated as unlicensed in the 
Bangladesh and in many other countries. Several MHz 
spectrums are in the 5 GHz band as the unlicensed national 
information infrastructure. Proposed another 255 MHz 
spectrum is in the 5.470-5.725 GHz band [5]. Users of these 
unlicensed bands have to comply with “etiquette rules”, 
technical specifications, such as power limits or 
communication protocols intended to eliminate interference.  

C. Spectrum Management and Market Organization 

An unresolved issue is the transaction cost associated with the 
untested regimes. The different spectrum management regimes 
constitute particular sets of ownership and disposition rights 
whose implications for the evolution of mobile 
communications can be subjected to systematic analysis. 
Spectrum management directly affects the organization or the 
network platform and indirectly the opportunity set of 
vertically related industries. However, spectrum management 
does not fully determine industry performance but interacts 
with other factors. Among these are business strategy (e.g., the 
extent to which suppliers create modular technology), the cost 
and demand conditions of services, and public policies other 
than spectrum management (e.g., third party access rules, 
standardization). The most visible effect of the spectrum 
management regime is on the number of gateways to 
subscribers. In exclusively licensed services, this number is 
fixed by the government. Spectrum management also affects 
the cost of entering the market, a second determinant of the 
horizontal and vertical industry structure. Entry costs, in 
particular if they are sunk have an effect on market structure as 
higher sunk entry costs typically lead to a higher market 
concentration. With rival uses for spectrum, at least in some 
bands, it is widely seen as desirable to reflect the opportunity 
cost of spectrum. An increasing number of countries have 
therefore introduced spectrum fees, either determined 
administratively or in a spectrum auction. It is the latter, one-
time fees that have raised concern as the present model of 
exclusive rights may create distortions that contribute to 
deviations between the opportunity cost of spectrum and the 
sunk price paid for a license. These potentially undesirable 
effects can be mitigated if a secondary market for spectrum is 
established, which would allow reducing the sunk portion of 
the one-time fee.  
 

D. The Spectrum, Pricing and Analysis 

The 700 Megahertz (MHz) spectrum – considered the most 
valuable at present – for mobile operators and will enable 
service providers to deploy higher-performance mobile 
broadband services over greater distances than the services they 
offer today. As a result, the operators will be able to roll out 
their service network with less equipment or investment for 
more people. In line with the suggestion of the International 

Telecommunication Union (ITU), Bangladesh can allocate 700 
MHz band for fourth generation (4G) mobile technology – 
Long Term Evolution (LTE) – which provides far more speed 
data transfer than 3G technology. Its broadband attractive 
physics – like its ability to penetrate walls – the spectrum has 
become desirable yet again for broadband communications, 
particularly mobile broadband.  
 

TABLE II 

3G AUCTION PRICES IN ASIAN COUNTRIES 2001-2013 [6] 
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2006 120 10 4  
Singapore 3 2001 218.4 20 3.64 
Hong 
Kong 

2 2011 243 15 8.1 
4 2001 671 15 11.183 

Pakistan 5+ 2013 873 (target) 15 11.64 
Bangladesh 5 2013 525 15 7 
India 7 2010 11751 20 83.93 
Taiwan 5 2002 1397 16 17.46 

 
3G is not just the access to mobile broadband, it has a 
cascading role in the economy through e-health, e-agriculture, 
e-education and employment. At present the mobile operators 
of Bangladesh have 11 percent 3G handset users. The 3G and 
BWA spectrum auctions held in 2013 and 2008 consecutively 
and added approximately USD 621 million to the exchequer. 
Globally, wireless spectrum auction prices are measured using 
“$/MHz/Pop” benchmark. This is defined as “price paid in US 
Dollars ($) per Megahertz (MHz) of spectrum for providing 
wireless service to one person (Pop) in the license area”. This 
auction pricing benchmark is determined by four key 
parameters: 

§ Spectrum Characteristics  
§ Spectrum Regulation  
§ License Area Characteristics and  
§ Auction Structure  

While the $/MHz/Pop for 3G spectrum auction in India was 
one of the lowest in the world (at $0.32), the price for BWA 
spectrum was one of the highest (at $0.12), closely followed by 
Switzerland’s (3.4 GHz & 2.6 GHz) auction price. As the 
government is in the process of drawing up guidelines and 
structure of 2G spectrum auction, carriers have given their 
recommendations regarding the auction structure to the 
regulator. How auction will be structured and the various 
strategies adopted by both incumbent and new carriers in 
acquiring the spectrum, and most importantly, the manner in 
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which (if at all) the premium will be passed on to the end 
consumers. 
 

E. Spectrum Management and Innovation  

It is now possible to analyze the nexus between spectrum 
management regimes and innovation processes. This means 
that there is a link between spectrum policy and innovation in 
mobile services but it is mediated by other intervening factors. 
As a result, a particular spectrum management regime is neither 
sufficient nor necessary to achieve a certain outcome. If 
technology were exogenous to the spectrum management 
regime, there would be a “correspondence” between the types 
of innovation and investment processes and the most conducive 
spectrum policy. The task for policy-makers would be to find 
the regime most conducive to the prevailing technology. 
However, if technology is endogenous to spectrum 
management, this relation becomes recursive and spectrum 
management also shapes the path of innovation. Nevertheless, 
spectrum management influences the relations between the 
layers in the value chain and thus potentially the locus of 
innovation. A first understanding of the relations can be 
developed under the (strict and unrealistic) assumption that 
technology is exogenous to the spectrum management regime. 
The level of investment and the rate of innovation will be 
influenced by the appropriately conditions. Among the factors 
influencing appropriately of a risk premium is the ability of a 
supplier to achieve competitive advantages, for example based 
on the value generated for users, service functionality and 
design, or patents. Nonetheless, it will influenced by the ability 
of a service provider (e.g., network operator or device 
manufacturer) to ascertain access to sufficient spectrum to 
maintain the promised quality of service. This is essentially a 
demand for the use of spectrum space. Open access regimes are 
based on the promise that technology will assure sufficient 
spectrum availability [7]. As this proposition is afflicted with 
uncertainty, investors and innovators will demand a higher 
return compared to a situation in which they can assure 
spectrum use. 
 
If technology is flexible, the prevailing spectrum management 
framework will shape its path. A system of exclusive rights will 
strengthen the position of the rights holder in the value chain. 
This does not necessarily have to be the network operator but 
could also be another player in the value chain, such as an 
equipment manufacturer or a mobile portal. Past experience 
reflects this fact, with investment and innovation organized by 
network operators in licensed and by equipment manufacturers 
in the unlicensed bands. The establishment of upfront license 
fees, as is typical for the present auction model and some 
visions of the ownership model that would use auctions as an 
initial assignment mechanism, has further implications. 
Notwithstanding, the entry cost aspect of license fees will 

strengthen the incentive of the rights holder to limit the number 
of participants in vertically related markets to enhance revenue 
and profit opportunities. The spectrum management approach 
also affects the overall dynamics in vertically related markets. 
A widely shared view is that open access models will increase 
the number of gateways to users and thus stimulate innovation 
in vertically related applications and services markets. 
 
The empirical experience with alternative spectrum 
management regimes is fairly limited but it is interesting to 
take a look at recent cases of major innovations in mobile 
communications. The hitherto most successful examples of 
mobile internet services – imode in Japan and Nate in Korea – 
are “innovation systems” based on close cooperation between 
networks service providers, manufacturers, and service 
providers. This business model is characterized by high sunk 
costs and relatively high coordination needs and it seems that 
the combination of exclusive control of spectrum, a proprietary 
technology platform to organized the business processes, and a 
modular interface with the network that enabled content 
creation, have facilitated its growth. The proprietary network 
platform seems to have facilitated the appropriation of 
innovation rents. This does not imply that exclusive control 
over spectrum is a sufficient condition for success as the 
example of the European UMTS platform indicates. 
 
One of the key questions is the relation between these emerging 
applications and services that are characterized by higher sunk 
and coordination cost. To a certain degree, applications in these 
bands, such as WiFi or Bluetooth, are complementary to 
solutions offered by licensed service providers but to a certain 
degree they are also substitutes. First, WiFi has a much lower 
range and especially the 5 GHz services are susceptible to 
obstacles. So far, WiFi does not provide mobility and there are 
serious security issues. Moreover, the different unlicensed 
technologies do not co-exist in a benign fashion and 
interference problems persist (e.g., between Bluetooth and 
802.11b). If use increases, interference protection and 
coordination of uses may become a serious challenge. 
However, it is possible that these issues can be addressed by 
means of innovative technology. Possible options include 
voluntary standardization, appropriate network topologies (e.g., 
standardized IP access points that could serve as traffic 
controllers in case of congestion), or etiquette rules developed 
by the users.  
 

F.  Recommendation and Grand Challenges for Bangladesh 

Their data business will take a few more years to turn viable as 
some related factors—such as 3G-ready handsets, local 
contents and awareness of internet – are still not widespread in 
the market. 3G licence in an auction on September 8, 2013, and 
the regulator handed over the licenses to the all (5 operators). 
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The data business will take time to pick up in Bangladesh 
though voice will always remain very important and Internet is 
not just a way of communication or an entertainment tool, 
rather it has to be a part of the business process. It is about 
connecting institutions and making the business process more 
efficient and upgrading productivity.  
 

TABLE III 

SELECTED REGION 3G USERS AND PENETRATION [6] 
Area 2009 2014 (Projections)  
Western Europe  39%  92%  
Eastern Europe  9%  40%  
North America  38%  74%  
Asia Pac (without Japan)  7%  37%  
Japan  91%  100%  
Middle East & Africa  7%  35%  
South & Central America  4%  17%  
Global  15%  43%  

 
There is a huge opportunities, particularly in the sectors such as 
education, health and agriculture, and a lot of contents will 
have to be developed in these sectors to make the 3G and 4G 
technology a hit, In contest of Bangladesh perspective it will 
not only drastically increase internet speed, but with it the 
number of internet users in the country, which is currently at 
only eight million, most of whom use narrowband mobile 
internet. The service in particular and digitisation of the nation 
in general will contribute significantly to socio-economic 
development not to mention the opening up of a wide, brighter 
world of infotainment for users. The operators should keep 
their tariffs affordable so everybody can use high-speed 
internet and another significant issue is training – to access 
certain mobile services. This diversity of the Bangladesh gives 
rise to a number of constraints and points to some critical needs 
as regards spectrum management. The following constraints 
currently exist: 
     1. Limited financial and human resources for effective   
         national spectrum management 
     2. Insufficient experienced persons trained in such areas as  
         international conventions and regulations 
     3. Inadequate institutional arrangements to deal with the  
         evolving spectrum issues resulting from the proliferation    
         of wireless technologies 
     4. Insufficient information on spectrum management best  
         practices 
     5. Lack of central coordination of spectrum management in  
         Bangladesh 
     7. Independently evolving regulatory practices 
     8. Varied legal and regulatory Frameworks 
     9. Lack of coordination and resources to analyze and solve     
         problems of interference between neighboring countries 
     10. Diversity and difficulties in pricing regimes 
     11. Dissimilar spectrum allotment/assignment in several  

           bands  

III. CONCLUSION 

We have increased the tele-density from 30% to 64% and 
internet density from 3% to 27% [3]. Data business will 
become viable in Bangladesh faster than that in its neighbours. 
Different institutions, both private and public, have already 
shown interest in internet. Educational institutes are developing 
contents for their students, while other sectors such as health 
and agriculture are also getting ready. Bangladesh Bank has 
tightened the policy on mobile financial services. The number 
of mobile banking accounts in Bangladesh has nearly double 
since March 2013 to 7.21 million [8] over 100 million mobile 
phones are now in use in Bangladesh, a country of 152 million. 
Launched in 2011 by the two private sector banks, mobile 
phone-based financial services in Bangladesh have well 
outpaced Pakistan within two years, where it was introduced in 
2009. State-run Teletalk is a limited private mobile company 
like the other mobile companies but by the prejudice of 
government has been offering 3G services on a trial basis since 
October 2012 but failed to create enthusiasm among users due 
to inconsistent service. Although there is a strong push towards 
privatization, spectrum policy can pick from a much broader 
range of options. The alternative approaches define 
characteristic sets of property and disposition rights and 
influence investment and innovation processes in the wireless 
industry in complex but tractable ways [9]. Market-based, 
commons, and open access models have unique advantages and 
disadvantages and are compatible with different types of 
innovation processes. The author indicates that a framework of 
spectrum use markets is fitting most broadly with the various 
innovation scenarios. Nevertheless, too little is known about 
the relations. The insights suggest that a mix of approaches 
would be the superior overall framework. This goal could be 
realized in two principal ways, by dividing spectrum space 
vertically or horizontally. The alternative is to create different 
regimes in designated bands. This raises the complicated and as 
yet unresolved question as to how the bands should be 
allocated. One of the central problems of spectrum 
management then is to find an institutional mechanism to 
determine this mix. The past administrative planning approach 
has not worked well. Ideally, an efficient meta-mechanism 
should be used to determine the mix of spectrum regimes. To 
do this effectively, one would need a metric to compare the 
different regimes. At least in principle, spectrum markets could 
solve these issues, although such an approach would be 
incompatible with open access even in the event that a market 
price would be zero. However, there are important differences 
between a market for spectrum ownership rights and a market 
for spectrum use rights. Another method would be to assess the 
value generated in each regime and to adjust its domain 
accordingly. 
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Abstract—In the dawn of computer science and the eve of
neuroscience we participate in rebirth of neuroscience due to
new technology that allows us to deeply and precisely explore
whole new world that dwells in our brains. This review paper
is merely insight to what is currently ongoing research in the
interdisciplinary field of neuroscience, computer science, and
cognitive science.

Index Terms—Artificial neuron, artificial neural networks,
neuron simulation

I. INTRODUCTION

There are many new and different approaches to the under-
standing of human brain, some use neuroscience/neurobiology
to investigate biological characteristic of working brain. Those
characteristics are well researched up to the level of molecules
that form neurons and inter neuron connections synapses like
described in [1]
Other approach for understanding human brain is creating
simulations or even emulations of human brain using current
achievements in the field of computer science. Those simula-
tions use tremendous amount resources to simulate elements of
human brain; simulations even go up to the level of simulating
movement of single molecule. By this day there has not been
successful simulation of entire human brain.[2] However, there
are simulations of single columns of a human brains and
full neural system simulation of lesser life forms like worm
Caenorhabditis elegans that is a part of Open worm project[3].
Currently there has been some advances in simulating rat’s
brain.[4]
Important approach for this review is artificial intelligence (AI)
which uses several techniques to implement some sort of arti-
ficial intelligence. These systems are used for decision making
in financial institutions, they are being used in computer games
for simulating opponents, and many more applications. AI
uses many different approaches, one of it is neural networks
of artificial neurons[5]. Others are complex expert systems
that are capable of learning. However, AI research outputs
agents that are specialized for resolving only specific problem
for example AI using neural network for ballistic interception
movement[6].
By this day there is no know AI agent that is being self-aware
and intelligent enough to confront human intelligence[7].
However, there are intelligent systems, for example Watson
that is miraculous piece of software that is beyond of hu-

man species regarding data processing, data mining, language
recognition, processing and finally conclusion making[8]. This
system only possess huge amount of data, and it relays on the
data. In elementary school we are taught that intelligence is
not equal to knowledge but this is ability of an entity how well
it manages in new and unknown situations.[9] If you cut power
electricity of Watson machine ”he” will do nothing about it,
next time he will simply reboot and will not complain or regret
about being plugged out thus cease to exist.

II. STATE OF THE ART

A. Computer science

The most relevant field of science for this research is
computer science, especially areas of software development,
software architecture, networking, AI, computing, grid com-
puting, distributed computing, parallel computing. It is known
that neural networks are used in decision making, for example
in stock markets[10]. Current advancements in this field are
very oriented towards better computing capabilities of neural
networks, to provide better and faster results for decision
makers. As being invented in late 1960[11] when computer
power and our knowledge of working brain was not know
enough, it can be easy assumed that this approach should be
altered by incorporating more important concepts of human
brain and it should be implemented using more advanced
computer technologies as previously mentioned e.g. parallel
computing, distributed or grid computing.

B. Neuroscience

Advancements in brain architecture, neuron architecture,
neuroplasticity, connectome concepts[12], motoric related for-
mation of neural networks, emphatic related formation of
consciousness and many more are relevant areas of neuro-
science. Although, many advancements in neuroscience have
been made, there still are many unsolved problems relevant to
this work[2]:

• How is consciousness formed?
• Where is memory stored and how it is retrieved?
• How does the brain transfer sensory information into

coherent, private percepts?
• How are the senses integrated?
• How does previous experience alter perception and be-

haviour?
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C. Cognitive and other sciences

Swarm theory[13] uses examples from nature (ants, ter-
mites, birds,) to enhance computing techniques in computer
science, again, to solve problems for e.g. decision makers.,
cognitive models, consciousness tests, consciousness models.
Latest neural networks achievements thrive to understand how
neuron can be simulated in order to provide better understand-
ing of neuron and more importantly to improve computing
and decision making. There is also hardware approach[14]
that tries to implement concept of biological neuron on a
microscopic level of integrated circuits. By this day, there are
electronic chips that can communicate with real and living
neurons in brain, this is one direction - human computer
interfacing[15]; other is to create computer chips that process
information the same way this information is processed in real
biological neural networks

III. RELEVANT PROJECTS

There are several project that are relevant to this work:

A. Blue Brain Project[20]

The Blue Brain project represents an essential first step
toward achieving a complete virtual human brain. The re-
searchers have demonstrated the validity of their method
by developing a realistic model of a rat cortical column,
consisting of about 10,000 neurons. Blue Brain Project is
collaboration between several universities in the world and
industrial partners like IBM. Project goal is the simulation
of human brain, not achieving an artificial intelligence in
machines, however scientist do expect that some form of
consciousness or intelligence might emerge. This project uses
huge amount of resources from IBM supercomputers. Re-
sources for each neuron are equal to single everyday laptop.
This demand for resources come from fact that this project
simulates every chemical characteristic of neuron.
In this paper () such use of resources is not necessary because
not all neuron features are required for achieving intelligence,
some features are required for biological achievability and
sustainability.

B. Cajal Blue Brain Project[21]

This project is run by several Spanish institutions, it is a
part of Blue Brain Project but has taken a different path.
As Blue Brain Project it also thrives to simulate portions
of human brain using software development on powerful
supercomputers.

C. Nengo[22][23]

This project is carried out by Canadian scientists. Nengo is
a software for simulating large-scale neural network systems.
Largest simulation is carried out on super computers and is
called Spaun. In Nengo, network architecture is designed in
really nice and easy GUI. Positive thing is that Nengo project
provides the visual input for the simulated brain: 28 x 28
pixels. Also they provide output for the simulated brain in the
form of robotic arm. Real problem is that this hand is nothing

less than a read only output, it could easily be a computer
screen. There still does not exit correlation between input and
output, like any dependence, something that enables Spaun
to change the outside environment and that way influence its
own state and conditions. Spaun neuron model, and network
model has to be, in beginning set to solve specific problem.
This means that when simulation starts it reads predefined
values. This shows large intrusion in self determination of the
network. In this work it is intended to simplify the model
as much as possible, and let the neuron model organize its
connections and in indirectly the network architecture.

D. Would digital brain have a mind?[24]

Nevile Holmes analyses reason why digital brain still does
not have mind of its own or consciousness. Those reasons are:

• The activation of a classical neuron is not an arith-
metic sum of the synaptic effects. Rather, a complex
process involving the intervals between action potentials
at individual synapses and their relative timings between
synapses deter- mines the activation. The more neurons
are studied the more such complexity is revealed.

• The human nervous system contains many different kinds
of neurons and many kinds of glial cells. The glial cells
provide more than support because they signal and have
synapses just as neurons do.

• Action potentials alone do not control nervous signalling.
Graded potentials and hormonal signalling also play a
part, as does the great variety of different neurotransmit-
ters and hormones. It is noticeable that author recognizes
lack of biological importance to existing artificial neuron
model.

IV. RESEARCH QUESTIONS

Research has found that there is no artificial intelligence
agent that is comparable to human intelligence[16]. Also, it is
possible that some concepts from swarm theory can be used
to explain formation of intelligence and consciousness in our
brains. It is assumed, by some authors, that consciousness is
a by-product of evolution process[17]. This knowledge can
be used to create similar concepts in software. Swarm theory
simply determines properties and functions, it does not explain
why swarm intelligence emerges. This is hard to prove but not
impossible.
There is common feature found in every swarm theory ex-
ample it is the purpose there has to be a reason why
entities form a swarm, and because of this reason swarm
thrives to fulfil this reason more efficiently than the single
swarm entity. The same principle can be applied to human
brain and biological neural networks where our neurons form
swarms with its functions (e.g. transferring action potential
between neurons), but they need a reason to achieve swarm
intelligence: that may be overall human intelligence with
purpose to live and to survive. This is relatively philosophical
issue that has been very well elaborated. Existing AI, neural
networks, brain simulations do have a purpose: computing
data, data mining, simulating intelligence in computer games,
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simulating brain activity etc. but none has the purpose to
live, to survive or to become better. As by this date not AI
agents or software in general has passed the Turing test, one
of the famous tests is being held by Loebner test each year.
Most ”human like” AI agent receives an award, no agent has
received maximum grade in this competition.[18] It believed
that it is possible to implement such simple software nodes that
have ability to communicate together (inside single computer
node and over the networks like Internet). This single node
will resemble to single artificial neuron in artificial neural
networks, but it would not be the same, it will resemble more
to biological neuron. That is, it will implement some newly
discovered concepts from biological brains (neuroplasticity,
temporal computing). On the other hand, purpose would not be
to make simulation of living brain because simulating whole
brain and its concepts require huge amount of resource. To
minimize eventual use of large amount of resources intention is
to include only significant features of living brain, for example
not all brain features are required for forming of consciousness
and intelligence, precisely, they are required in biological
and chemical sense: for example synapses are one important
biological feature but one of its main purposes is to make
directional path between two neural cells to isolate action
potential propagation. This is not required in software because
directions can be created differently like using linked lists or
other pointer usages. Network architecture is not relevant for
artificial networks, but it is for biological neural networks.
Only important feature in neural networks is that they can
encode information as unique sequence of neurons, something
very similar to hash functions. To prevent overload of data,
thus lack of space to store data some processing should be
done to purge irrelevant data, in biological sense this is called
forgetting, we forget simply to purge our brain of not necessary
information, along with forgetting some scientist find dreams
ways of purging irrelevant data and confirming data that is
important.[19] Interesting questions is why does interaction
between encoded information (in node sequences) emerges
intelligence and/or consciousness? There is apparently huge
gap between neuroscience and artificial intelligence because
in 1960s that gap did not existed, researchers created artificial
neuron based on current knowledge of biological neuron.
As the years have passed by, more neuroscience discoveries
were made and we now know much more than 50 years
ago, on the other hand artificial neurons and artificial neural
networks (ANN) went in directions of computing and data
processing. Over time this gap became significant. However,
there are attempts to create simulations/emulations, later in
further sections. General purpose of this work is to try to
fill this gap by designing new artificial neuron model with
selective characteristic (of biological neuron) that can coexist
in modern computer systems and is capable of communicating
in computer networks like Internet.

1) Is it possible to create model of artificial neuron (node)
that is capable of network communication (using custom
protocol)?

2) Is it possible to create such system and network architec-
ture that can sustainably host artificial network of nodes?

3) Is it possible to create such system that shows self-
consciousness and intelligence that can satisfy relevant
tests?

4) Is it possible to create a form of swarm intelligence
artificially using network of simple nodes?

V. APPROACH

Using extensive literature research from all fields, it is
intend to find out needed characteristics and features that are
necessary to be incorporated in a new neural model. After
designing the model it is planned to start experiment phase:

A. Development stage

During this stage new model will become implemented
as a single piece of software. Also, it is planned to take
such approach that will not be as much model oriented but
some form of wrapping technology around the model. This is
necessary because eventual easier model change in real case
scenarios during real-time.

B. Development of new networking protocol

Design of necessary network protocol that can support
communications between nodes. This protocol should be as
light as possible, and even as low level implementation as
possible on the ISO/OSI network stack.

C. Development of system’s input and output

Input/output is technology that allows system to interact
with its surroundings and environment.
During experimental phase it is intend to analyse and explain
all behaviour that may arrive correlating it to related exist-
ing discoveries in neuroscience and cognitive science. After
experimental stage there is testing stage, it is planned to use
existing tests to prove or disapprove existence of any form of
intelligence and consciousness.

VI. RESEARCH DESIGN & METHODOLOGY

Plan is to partially follow constructive research method:
• Fuzzy information sources

In proposed fields there are sources like science paper,
conference articles, books, book chapters. However, there
are also popular articles that cannot be taken as reliable.
As the nature of this work is highly experimental, those
sources may provide fuzzy guidelines for research and
next steps.

• Theoretical body of knowledge
Using gathered sources it is planned to determine a strong
body of knowledge.

• Relevant problem definition
Relevant problem is initially described in previous sec-
tions, during definition of theoretical body there might be
changes in definition of relevant problem definition.
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• Solution design
One of results of this research is a system that uses soft-
ware and network infrastructure to prove or disapprove
hypothesises.

• Practical and theoretical relevance
Finally there is extensive analysis of experimental solu-
tion. In concluding sections there should be recognized
relevant influence on theoretical fields as well as new
practical uses of designed experimental system.

VII. SIGNIFICANCE

Success of this research would be that it can prove that
life as we know it can exist even in software environments
(although, in 2011 scientists from NASA made a breakthrough
and found life form that is not phosphorous based as the
life we know it). If successful it can explain how and why
consciousness forms in living brain, it can certainly help
dealing with many neural diseases. If unsuccessful research
can pinpoint potential pitfalls in research for true artificial
intelligence.

VIII. POSSIBLE PITFALLS

• Complexity
System complexity might become pitfall if it implements
too much characteristics from biological examples.

• Resources
System is very resources dependent and use of European
research computing grids would be required. To achieve
distributed network topology it would be necessary to de-
ploy system nodes on remote locations over the Internet,
population can help in this research by assigning certain
amount of resources to this research (similar approach as
SETI@Home)

• Related work and literature
There are significant resources in each field, as this
research is in several fields there is substantial literature.
However, in interdisciplinary field there is not much
resources but few really significant projects that deal with
the similar issue.

IX. CONCLUSION

This work is highly experimental and includes cutting edge
of different science fields. There is also a great risk that it
would not be possible to prove hypothesis. Exploring our mind
is something humankind is trying to do since ancient times.
Today technology to scan and monitor non invasive, is present
and can be used to monitor activity inside brain. Neuroscience
has gained giant leap towards understanding biology of our
brains. However, brain is data/signal processing device that
behaves more as computer, this interdisciplinary nature of this
work is something currently being on the cutting edge of
science. Countries, philanthropists, and many more invest great
amounts of resources into this field, because it is recognized
that brain is one universe we yet need to explore.

December 12, 2013
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Abstract— Digital images are widely used media over the 

Internet for different purpose. Therefore, security becomes 

important in the transmission. This paper presents spatial 

domain multilevel image encryption algorithm based on Arnold 

cat's map. The algorithm divides the image into different size 

overlapping blocks along the levels of encryption. The block at 

level 1 begins at the center of the image and this block is 

iteratively enlarged in the next levels. In each level of the 

proposed algorithm, Arnold cat's map is implemented in each 

level on the block's pixels. Also, zigzag scan is applied on the 

whole image to further reducing the correlation between adjacent 

pixels. In order to achieve the diffusion, the pixel values are xored 

with different xor values begin at a value, which is generated 

randomly, beside control parameters and iteration number of 

Arnold cat's map, by using mid-product algorithm with the 

secret key as an initial seed. The results of experiments  indicated 

that the proposed algorithm is highly decorrelated the adjacent 

pixels and it resists the statistical attacks. The values of ciphered 

image entropy are close to the ideal value. Furthermore, the 

proposed algorithm is very sensitive to key. It was concluded that 

the use of zigzag scan beside Arnold cat's map in spatial domain 

was very efficient to hide the statistical characteristics of the 

image. 
Keywords-Image encryption; Arnold cat's map; Zigzag scan; 

mid-product. 

I.  INTRODUCTION 

Today, huge amount of different information has been 

transmitted over Internet. Thus, information security become 

very important issue in order to preserve the transmission of 

private and critical information[1]. Cryptography is the process 

of transforming original media from significative to ambiguous 

form to protect it from unauthorized persons. In recent years, 

the chaotic encryption played an important role in image 

encryption because one of the most important properties of 

chaotic is the sensitiveness to the initial condition and control 

parameters that makes it resists the statistical attacks [2]. 

Compared with the traditional algorithms; the chaotic 

algorithms are susceptible to the control parameters, while 

traditional algorithms are susceptible to key. In addition, 

diffusion and confusion are performed in traditional encryption 

by rounds, while they are performed by iteration in chaotic 

encryption [3]. Anyway, the higher security image encryption 

algorithm needs to fulfill the concepts of confusion and 

diffusion. Confusion and diffusion mean shuffling the pixels, as 

well as modifying the values to hide the statistical properties of 

the image [4]. 

In the past few years, many image encryption schemes 

using Arnold cat's map has been proposed. G. Chen, Y. Mao, 

and C. K. Chui, (2004), extend the 2D Arnold cat's map to 3D 

map. In between the adjacent round, the algorithm applied "xor 

plus mod" operation on each pixel to achieve the diffusion.The 

key is schemed by using Chen's chaotic system [3]. 

M. Ahmad, O. Farooq, and J. Blackledge, (2010), proposed 

a novel scheme that divided the image into 8×8 macroblock, 

computed the DCT coefficients for that block, and  partitioned 

the block into non-overlapping blocks of coefficients. At each 

level, the block size reduced into the half, iteratively. The 

scheme shuffled the coefficients by using Arnold cat's map, 

and the Logistic map used to produce the control parameters 

and to mask the value of image pixels [1]. 

S. Keshari, and S. G. Modani, (2011), suggested method 

uses chaotic map to convert image pixels to corresponding map 

variable that used as initial condition to iterate other map. The 

algorithm then scrambled the position of pixel using Arnold 

cat's map [2]. S. Kashyap, and K. Karthik, (2011), divided the 

image into blocks, applied DCT, and then applied Arnold 

transform individually on each block using control parameters 

and number of iterations as a key. The algorithm generated a 

hash function by using the mean and variance of the blocks [4]. 

Z. Tang, and  X. Zhang, (2011), proposed an image 

encryption algorithm by dividing the image into number of 

overlapping squared blocks. For each block, the algorithm 

generated a pseudo-random number as iterative number of 

Arnold transform for that block. After that, the Arnold cat's 

map applied in random order on each of these blocks [5]. 

This paper was aimed to propose multilevel image 

encryption algorithm in the spatial domain based on chaotic 

Arnold cat's map which is implemented on the pixels of 

overlapping blocks. In the proposed algorithm, the first block 

begins at the center of the image, and it is enlarged iteratively 

in hierarchical manner along the levels of encryption. The 

proposed algorithm used zigzag scan beside the Arnold cat's 

map to further reducing the correlation between adjacent 

pixels. In order to fulfill the concept of diffusion, the pixels 

values are xored with incremented values, depending on 

another random generated xor value. The control parameters 

and the iteration number of Arnold cat's map as well as the xor 
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value are randomly generated by using mid-product algorithm 

with 20 digits secret key number. 
The rest of the paper is organized as follows: section II 

presents a brief overview of used methods. Section III discuses 
the popular measures used to evaluate the encryption quality. 
The proposed algorithm and its stages are presented in Section 
IV. Section V evaluates the experimental results and discussed 
them. Finally the conclusion drawn in section VI. 

II. OVERVIEW OF METHODS THAT USED 

The methods that used in this proposed algorithm were the 

following: 

A. Arnold Cat's Map Transform 

One of the chaotic maps, which is appropriate for squared 
images encryption, is the Arnold cat's map [5]. The 
mathematical representation for Arnold Transform is as 
follows: 

 

 

where xn, and yn are the coordinate of pixel in image which its 

dimension is N×N, while p and q are two positive integer 

numbers act as control parameters [4]. From (1),  it is clear that 

the Arnold cat's map shuffles the pixel's position by shearing 

the image in both directions, and then flexing it by using 

modulo operation. Furthermore, applying Arnold cat's map K 

times on the image will cause restoring the image to its origin, 

where K depends on p, q and N [3]. 

The inverse Arnold cat's map can be represented as 

follows:[4]. 

 

 
 

Because of the periodicity property of Arnold cat's map, it 
is important to add another processing to the algorithm in order 
to increase its security [2]. 

B. Zigzag Scan 

Zigzag scan is a famous scanning algorithm which is used 
to turn an image, (2D matrix), into 1D vector in such manner 
that decreases the correlation between adjacent pixels [6]. Fig.1 
illustrates the scanning approach of zigzag scan. 

 

 

C. Mid- Product Random Number Generation 

This method starts by multiplying two numbers (initial 
seeds) x and y of n digits to generate another number. The 
middle digits of the resulting number represent the random 
number z. This procedure is repeated to generate the rest 
random numbers [7]. The method uses y instead of x, and z 
instead of y. 

III. MEASUREMENTS OF ENCRYPTION QUALITY 

The most popular measures that use to ensure the security 
and efficiency of the image encryption algorithm are as 
follows: 

A. Histogram Analysis 

In order to make the encryption algorithm resists the 
statistical attacks, the histogram of the cipher image must be 
uniform, so the opponent could not be able to obtain any 
information about the grayscale distribution [1]. 

B. Corrolation Coefficients 

The correlation between two variables is how these 

variables related to each other. If the correlation coefficient 

equals to 1, this means that the two variables are highly 

correlated. On the other hand, if correlation coefficient closes 

to 0, this means that the two variable are decorrelated. 

Furthermore, if the correlation coefficient equals to -1, this 

means that one of these variables is the negative of the other 

[8]. 
Because the correlation among the adjacent pixels in the 

plain image is strong, the good encryption algorithm must 
reduces this correlation as much as possible in the cipher 
image. The correlation coefficient between adjacent pixels x 
and y can be computed according to (3) [1]: 

 

 

 

 

C. Entropy 

The randomness of variables is measured by entropy, which 

is computed by (4): 

 

 

 

The entropy of a variable of 28 symbols  

v = {m0, m1,… m255} with equal probability, p(mi), equals 8, 

which is the perfect value. The entropy of cipher image must be 

close to the perfect value as much as possible[1]. 

 

D. Maximum Deviation 

Maximum Deviation measures how the cipher image 
deviated from the plain image. It can be founded as follows: 
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Figure 1. Zigzag scan 
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 Find the number of every grayscale pixel value (0-255) 
for both plain and cipher image, which is p_count and 
c_count, respectively. 

 Find absolute difference between p_count and c_count. 

 Find the sum of deviation D, where  D is 

 

 

Where hi  is i
th
 absolute difference. A good encryption 

algorithm must maximize the Deviation as much as 
possible[8]. 

E. Irregular Deviation 

Irregular deviation measures the irregularity of the changes 
in the cipher image that is caused by the encryption algorithm. 
The irregular deviation can be founded as following: 

 Find the absolute difference, D, between plain and 
cipher images. 

 Find the histogram H of D, where hi is the number of 
value of absolute difference Di. 

 Find the average value, DC, of pixels that deviated at 
every deviation value. 

  

 

 Find the sum of the absolute difference values between 
DC and H. the result of summation is the irregular 
deviation. 

The good encryption algorithm try to minimize the irregular 
deviation value as much as possible [8]. 

IV. THE PROPOSED ALGORITHM 

This paper propose multilevel image encryption algorithm 
in the spatial domain consisted from the following stages 
(see Fig. 2): 

 

 

 

 

 

 

 

 

 

 

A. Zigzag Scanning Stage 

In order to make further reducing in the correlation between 
the adjacent pixels, zigzag scan applied to the original plain 
image and to each intermediate cipher image resulted from 
each level.  

The zigzag scan stage converted the image to one-
dimensional vector which is converted back to two-
dimensional matrix before enter to the next stage.(see Fig. 3). 

 

 

B. Blocking Stage 

The proposed algorithm divided the image, along the levels 
of encryption, into overlapping squared blocks at the center of 
the zigzagged image. In the first level, the block begins at 
(row/2, column/2) position, and ends at (row/2+1, 
column/2+1). At each level of encryption, the size of the block 
increased by one row in both top and bottom, and one column 
in both right and left of the block in the previous level. At the 
last level, the block size occupied the whole image size. 

The number of blocks depended on the number of levels 
which depended on the size of image. For instance, 256×256 
image was encrypted by 128 levels and 128 squared blocks. 
Fig. 4 illustrates the manner in which the proposed algorithm 
got a block at each level. 
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Figure 2. Block diagram of the proposed algorithm 

Figure 3. Zigzag scanning stage of the proposed algorithm 
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C. Arnold Cat's Map Transform Stage 

The proposed algorithm applied Arnold cat's map transform 

on the pixels of block at the current level using the random 

generated p, q, and iteration number for that level. These pixels 

were transformed again within the larger blocks in the next 

levels. 

 

D. Xoring Stage 

The generated random number of xor used, at each level, as 

a seed to generate further values of xor by incrementing the 

previous value by 1. Each pixel in the transformed block was 

xored with different values. If the value of incremented xor 

reached 255, it reset to the xor seed value. The xored pixels 

were xored again within the larger blocks in the next levels 

using another different values depending on the value of xor 

seed. This was important in order to increase the diffusion. 

 

The transformed xored block reloaded to its original 

position in the plain image to produce the intermediate cipher 

image which was used as input to the next level. The operation 

from (A.-D) was repeated in the next level, with increasing 

block size including the pixels of the previously processed 

block. 

 

E. Generating Subkeys Sequence 

The proposed algorithm implemented the mid-product 

random number generation algorithm to generate a sequence of 

different keys for each level. The length of this sequence was 

equal to level×4. Each level required four subkeys which are 

the iteration number and the control parameters (p and q) for 

the Arnold cat's map. The fourth subkey was the xor value 

which is a seed for further xor values that were used to modify 

the image pixels to achieve the diffusion. 

The secret key, which was shared between sender and 

receiver, is a number of 20 digits whose digits are from 1 to 9. 

This number was  split into two 10 digits numbers and used as 

the initial seeds for mid-product algorithm. The proposed 

algorithm selected the first two digits from the generated 

random number and saved it in the subkeys sequence. To avoid 

producing number 0, the algorithm removed the '0' digit from 

any producing number. 

The following pseudo-code illustrate the proposed algorithm: 

 Read a grayscale squared image.   

 Set d to the first dimension of the image. 

 Set the variable begin_row to d/2. 

 Set the variable end_row to d/2. 

 Set the variable begin_column to d/2 +1. 

 Set the variable end_column to d/2 +1. 

 Set the variable level to d/2. 

 Input a secret key of 20 digits number. 

 Generate a sequence of level×4 subkeys using secret 

key as a seed. 

 Set round to 1. 

 Repeat 

 Apply zigzag scan to the image. 

 Get a block from the zigzagged image starting at 

position (begin_row, begin_column) and ending at 

position (end_row, end_column). 

 Apply Arnold cat's map transform on the block using 

round
th
 p, q, and iteration subkeys. 

 Set xor value to random generated xor value 

(Rnd_xor). 

 FOR each transformed pixel in the block 

 Xored the pixel with xor value  

 IF xor < 255 

Increment xor by 1. 

ELSE 

Set xor to Rnd_xor. 

END IF 

END FOR 

 Reload the transformed-xored block to the zigzagged 

plain image to get the intermediate cipher image. 

 Decrement begin_row by 1. 

 Increment end_row by 1. 

 Decrement begin_column by 1. 

 Increment end_column by 1. 

 Increment round by 1. 

 Until round = level. 

 

The Decryption process required the opposite process of 

encryption using inverse Arnold cat's map, inverse zigzag scan, 

opposite block generation scheme, and the same secret key 

with opposite subkeys sequence. 

V. EXPERIMENT'S RESULT AND DISCUSSION 

The proposed algorithm was experimented using different 
grayscale images of 256×256 and 512×512 size, and the 
efficiency of the encryption was tested using different quality 
measurements. The result showed that the histogram of the 
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Figure 4. Blocking scheme of the proposed algorithm 
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cipher image was distributed uniformly, this is because the 
proposed algorithm used xor many times on the same pixel 
with different values along the levels of encryption process. 
Fig. 5 shows the histogram for both plain 'Fruit' image and its 
corresponding cipher image. 

 

  
 

 

The mean values of all tested images (listed in table I) are 

about 127, making it hard to get information about pixel values 

distribution. 

TABLE I.  THE MEAN OF GRAYSCALE VALUES FOR BOTH PLAIN AND 

CIPHER IMAGES 

Image 
Mean Value 

Plain Image Cipher Image 

Sailboat 124.6570 127.2948 

Airplane 178.6740 127.5098 

Barb 112.4516 127.4581 

Boat 158.9199 127.5426 

Cameraman 118.7245 127.2090 

Fruit 116.7825 127.6463 

Goldenhill 111.9491 127.3763 

Seaside 118.0883 127.5022 

Pepper 120.2198 127.4593 

Retina 123.9967 127.5288 

 

In order to compute the cipher image pixels correlation 

coefficients, 2000 adjacent pixels were randomly selected for 

horizontal, vertical, and diagonal directions. The correlation 

coefficients of the plain and cipher tested images are listed in 

table II. 

TABLE II.  CORRELATION COEFFICIENTS OF THE PLAIN AND CIPHER 

IMAGES 

Image 
Correlation Coefficient 

H 
a
 V

 b
 D

 c
 H

 a
 V

 b
 D

 c
 

Sailboat 0.9825 0.9796 0.9701 0.0067 -0.0071 -0.0016 

Airplane 0.9135 0.9185 0.8712 0.0033 -0.0082 -0.0072 

Barb 0.9388 0.9605 0.9149 0.0053 -0.0113 0.0031 

Boat 0.9590 0.9487 0.9243 0.0083 0.0059 -0.0011 

Cameraman 0.9351 0.9640 0.9217 -0.0054 0.0003 0.003 

Fruit 0.9792 0.9910 0.9743 0.0006 -0.0215 0.0016 

Goldenhill 0.9359 0.9486 0.9026 -0.0017 0.0004 0.0069 

Seaside 0.9876 0.9651 0.9611 0.0007 0.0013 0.0303 

Pepper 0.9767 0.9787 0.9661 0.0030 -0.01 0.0092 

Retina 0.9971 0.9976 0.9966 0.0023 0.0033 0.0028 

a. Horizontal correlation coefficient 
b. Vertical correlation coefficient 

c. Diagonal correlation coefficient 
 

The values of correlation coefficient of cipher images 

indicated that the proposed algorithm decorrelated the adjacent 

pixels of cipher image strongly, this is because the proposed 

algorithm implemented zigzag scan, to further reducing the 

correlation, beside the Arnold cat's map which implemented on 

hierarchical manner, on block pixels, along the levels of 

encryption. Fig. 6 shows the distribution of adjacent pixels for 

both 'retina' plain and cipher images. 

 

The entropy for cipher images also tested and it was close 

to 8. Table III lists the entropies of both plain and cipher tested 

images. 

TABLE III.  ENTROPIES OF BOTH PLAIN AND CIPHER IMAGES 

Image 
Entropy Value 

Plain Image Cipher Image 

Sailboat 7.4409 7.9993 

Airplane 6.7678 7.9973 

Barb 7.3924 7.9971 

Boat 6.6491 7.9992 

Cameraman 7.0097 7.9970 

Fruit 7.5696 7.9994 

Goldenhill 7.4761 7.9974 

Seaside 6.1605 7.9971 

Pepper 7.5936 7.9993 

Retina 7.1535 7.9992 

 

 

 

 

Histogram for plain image 

Histogram for cipher image 

 

 

Plain image 

Cipher image 

Figure 5. Plain and cipher image of 'fruit' and their histograms  
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Figure 6. The horizontal, vertical, and diagonal pixels distributions of both 'retina' plain and cipher image  
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The maximum and irregular deviations of ciphered image 

are listed in table IV. The proposed algorithm deviated the 

cipher image strongly from its corresponding plain image and 

this deviation was irregular. 

TABLE IV.  MAXIMUM AND IRREGULAR DEVIATIONS OF CIPHER IMAGES 

 

Image 
Maximum 

Deviation 

Irregular 

Deviation 

Sailboat 175464.0 267188.0 

Airplane 66758.0 39972.0 

Barb 45470.5 73342.0 

Boat 269668.0 198462.0 

Cameraman 64277.0 69546.0 

Fruit 126478.5 283856.0 

Goldenhill 45617.0 73742.0 

Seaside 92340.5 70572.0 

Pepper 144680.5 276122.0 

Retina 227350.5 270380.0 

 

The testing also included decryption of an image with just 

one digit different secret key. The results of decryption are 

shown in Fig. 7. Changing one digit from the secret key caused 

complete changes of the random generated sequence subkeys. 

For instance, the sequence subkeys for four encryption levels 

using secret key "64892312456718452795" was 75, 55, 86, 82, 

13, 69, 36, 21, 68, 97, 96, 78, 35, 33, 86, 38. The subkeys 

sequence generated from one digit different secret key 

"64892312456718452794" was 75, 51, 91, 97, 68, 94, 72, 74, 

67, 97, 19, 42, 31, 44, 87,72. Changing the middle digit of the 

secret key "64892312466718452795" produces the subkeys 

sequence 97, 79, 64, 75, 58, 52, 96, 68, 35, 63, 29, 86, 39, 12, 

55, 64. 

The key space of the proposed algorithm was large enough 

to defeat the brute-force attack because the number of different 

secret keys that can shared by sender and receiver is 9
20

. 
The number of levels in 512× 512 images was double of the 

number of levels in 256×256 image, which is interpreting the 

better results of 512×512 images. 

VI. CONCLUSION 

This paper proposed an image encryption algorithm based 

on Arnold cat's map and zigzag scan with xor operation applied 

on pixels values. The experimental results show that proposed 

algorithm able to resist the statistical attacks due to the 

uniformly distribution of cipher image histogram and the 

strong decorrelation between the adjacent pixels that achieved 

by the algorithm. Furthermore, the entropy of cipher image is 
very close to the ideal value. The results show that the cipher 

image is strongly deviated from its corresponding plain image 

and this deviation was irregular. It was concluded that the use 

of zigzag scan with Arnold cat map which is implemented in 

spatial domain in overlapped manner was very efficient to hide 

the statistical characteristics of the image. 
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Abstract—In the past few decades wireless networks have become 
increasingly popular, due to the wide availability and rapid 
introduction of wireless transceivers into a variety of computing 
devices such as PDAs, laptop and desktop computers. Global 
Positioning System (GPS) is used to determine position and speed 
of objects by using the satellite technology. Furthermore, Radio 
Frequency is another technology which is used to determine the 
objects' locations. In this paper we have presented an overview 
for using the previous technologies to track a stolen vehicle by 
using a system that is resulted from mixing all of those 
technologies in addition to proposed an enhancement idea that 
could help the resulted system to determine the cars' thieves by 
sending their photos to the security agency base to be recognized. 
 

Index: WiMAX, Wi-Fi, GPS, Mobile Cell Phone, Radio 
Frequency. 

I. INTRODUCTION 

Wireless communication brings essential changes to 
telecommunications and data networking. Air is used as the 
transmission medium, allowing great flexibility; networks can 
be deployed quickly where cablings difficult. Good 
performance and low prices encourage progressively more 
home users and companies to choose these new kinds of 
networks. Wireless communications could replace wired 
communications in many situations. Travelling users today 
have access to the internet at many places like their offices, 
homes, and even at public places like air-ports, conferences, 
shopping centers, hotels, and libraries. Also wireless 
technologies plays a critical important role in developing 
countries. In remote areas with no infrastructure, connecting 
using wireless technology is almost the solution for ease of 
access and cost savings which will take any developing 
country to a new level of information economy and wealth 
creation. Well educated and skilled staff and as a result 
intellectual capital is becoming the keystone for organizations 
to get and stay competitive in dynamic markets [1]. 

A. Wireless Communication Technologies  
In recent years various wireless network technologies have 
been developed to offer different services, increased coverage 

 
 

area and data rates. In this introduction we will describe in 
overview: 

1) Wi-Fi: (Abbreviation of Wireless Fidelity) is a class of 
wireless Local Area Network (LAN) devices; the technology 
is based on the IEEE 802.11 standards [2]. Today, Wi-Fi 
devices can be found in many desktop computers, smart 
phones, printers, and indeed all modern laptops and (PDAs) 
are equipped with Wi-Fi technology. Wi-Fi’s original purpose 
was mobile computing devices (for example laptops in LANs), 
but is now progressively more used for more purposes, 
including VoIP phones, games, and televisions and DVD 
players. The above functions require the device to be within 
range of an access point. The most common Wi-Fi standard 
IEEE 802.11g has a data transfer rate of around 54Mbps; the 
range indoors is a maximum 150 feet (approximately 45 
meters) and double that outdoors though, this depends on the 
conditions, like obstacles, power and weather. In Wi-Fi both 
802.11b and 802.11g are using 2.4 GHz under the speed of 11 
Mbps and 54Mbps respectively, while 802.11n operates in 
both 2.4 and 5 GHz with theoretical speed600 Mbps [3]. 
In Wi-Fi MAC (Media Access Controller) users are competing 
when they are connected to Wi-Fi access point, and users 
therefore have different levels of bandwidth. Wi-Fi however is 
short range (tens of meters) can be encrypted with WEP 
(Wired Equivalent Privacy) or WPA and WPA2 (Wi-Fi 
Protected Access encryption). 

2) WiMAX: (Worldwide Interoperability of Microwave 
Access) is based on the IEEE 802.16 standard (also called 
Broadband Wireless Access). WiMAX was formed in 2001 by 
the WiMAX Forum, in order to endorse WiMAX as a standard 
[4]. WiMAX was described as a standard based technology for 
use as “last mile” broad band delivery rather than using wires. 
This technology is originally designed for the communication 
of multimedia services (Internet, voice, email, games and 
others) at high data rates (of the order of Mb/s per user) [5]. 
“WiMAX is the emerging BWA (Broadband Wireless Access) 
technology of next generation because of its mobility, 
coverage and high transmission speed” [6]. WiMAX is a 
wireless WAN technology with great data transmission rate 
and is a candidate for the 4G network trying to support users 
with mobile service [7]. 
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Fig.1. WiMax vs WiFi [9] 
 

This technology was planned to be used to link Wi-Fi hot 
spots together. WiMAX 802.16 operates at range of 10-66 
GHz and is classified as fixed wireless broadband; later, in 
2004 802.16a was updated and operates at lower frequency 
range2-11 GHz and is classified as fixed wireless broadband 
as well. Finally in 2005 mobile wireless broadband was 
created under 802.16e which operates at frequency range of 2-
6GHz [8]. 
WiMAX technology has an advantage which is not affected by 
obstacles like buildings. This makes WiMAX especially 
useful and cost-effective for countryside homes where setting 
a traditional wire would be more difficult and very expensive. 
For the meantime, its security is becoming a serious issue with 
the proliferation of wireless threats [10]. Mobile WiMAX 
carries the promise of ubiquitous broadband wireless access 
enabling real-time and multimedia applications [11]. Mobile 
WiMAX supports a full range of multiple input multiple-
output (MIMO) methods including spatial multiplexing (SM), 
space time block coding (STBC), and eigen-beamforming 
(EB) [12]. WiMAX speed in theory delivers up to 70 Mbps, 
and range coverage 112 Km. These numbers changes depends 
on the conditions, like obstacles, power and weather, expected 
values is 10 Mbps in 2 Km coverage area [13]. One of the 
most significant features of WiMAX is support of applications 
with distinctive QoS conditions in terms of delay, jitter and 
bandwidth [14]. WiMAX can support two forms of wireless 
service: Non-Line of Sight (Non-LOS) and Line Of Sight 
(LOS). Non-LOS works in the same manner as WiFi systems 
where an antenna on a computer connects to the WiMAX 
tower. It uses a lower frequency range (2 to 11 GHz). 
LOS uses a fixed, high antenna that must point straight at the 
WiMAX tower and align with its antenna. LOS has a better 
and robust performance. It uses higher frequencies - up to 66 
GHz with coverage area of up to 30 miles in ideal conditions. 
Figure(1) shows the differences between the Wi-Fi technology 
and the WiMax technology. Also it shows the Non-LOS and 
LOS WiMAX forms [13], [15]. Table(I) also describes a 
comparison between WiMAX standards in terms of 
completion date, spectrum usage, operation (LOS, Non LOS), 
bit rate, and cell radius. 
 

TABLE I 
WIMAX STANDARDS [13] 

 
WiMAX Standards

(802.16) (802.16a) (802.16-
2004) 802.16-2005 

Date 
Complete Dec 2001 Jun 2003 Jun 2004 Dec 2005 

Spectrum 10-66GHz < 11GHz < 11GHz < 60GHz 

Operation LOS Non-LOS Non-LOS Non-LOS 
and Mobile

Bit Rate 32-134 
Mbps

Up to 75 
Mbps 

Up to 75 
Mbps

Up to 15 
Mbps

Cell Radius 1-3 miles 3-5 miles 3-5 miles 1-3 miles

 
 

B.  Mobile Cell Phone 

Each city is divided by the network providers into small cells. 
Each cell usually has a size of about 26 km2. These cells are 
designed as six sided figures or hexagons. Hexagons fit 
together properly, contain a base station in the middle [16]. 
Each base station compromised of one tower and one small 
building holding some radio devices. Figure(2) shows this 
design. Now every cell in analog system used 1/7th of voice 
channels, that is a cell in addition to 6 cells surrounding the 
hexagonal arrangement and each used 1/7th of the offered 
channels, so every cell own a different group of frequencies 
and no collisions with one another. A cellular network 
provider obtained (832) radio frequencies to be used in one 
city [17]. 
 
 
 
 
 
 
 
 
 
 
 
Fig.2. How Cell phone works [17], [18] 

 
The rest of the paper is organized as follows: The next section 
introduces an overview of the existing security system 
including the Global Positioning System (GPS) and Radio 
Frequency (RF) Tracking Technology. The third section 
presented our suggested security system in details. The last 
section we discuss future possibilities and conclude the paper. 
 

II.  OVERVIEW OF THE EXISTING SECURITY SYSTEM 

A. Global Positioning System 

One of the greatest inventions in the twentieth century is the 
Global Positioning System (GPS) technology. This technology 
is used to determine position and time of an item using the 
GPS. It is a set of satellites which accept signals from the GPS 
senders (transmitters) and sends out data to the receivers [19]. 
There are many forms of vehicle tracking systems; some of 
these systems are [20]: 
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- Passive 
In this system a GPS device is used to record the position of a 
vehicle over time. When the tracker is detached, the 
information can be upload to a computer and examined. 

- Active 
This system has the ability to send the location of a vehicle in 
real time and this data is normally checked from a central 
location. This form of system can be used for recovering 
stolen vehicle. A small number of transmitters can perform 
both types; if the cellular network is available, they work as 
active way, but if it’s not available they work as a passive way 
[19]. 

B. Radio Frequency Tracking Technology 
In such a system, a radio transceiver, generally called a VLU 
(Vehicle Locator Unit), is set up in the car and stays inactive 
till the car required being located. As soon as this happened, 
the VLU is activated. This might be done by using a remote 
radio activation signal that is sent from local radio towers. As 
soon as the VLU is activated, it sends a radio signal that can 
then be tracked by using tracking receivers set up in security 
vehicles or police cars. This way is very useful especially if 
the car is hidden in a cargo container, garage or any place that 
is not covered by cell network. One of the disadvantages of 
this system is that it does not support instant location data to 
the control-center therefore the tracking and recovery 
procedures can possibly take more time than the GPS 
technology [21]. 

III. OUR SUGGESTED SYSTEM 

In this system we employed a hybrid vehicle tracker from 
Pegasus Technologies incorporates. This tracker has the 
ability to use both GPS and RF tracking technologies to track 
the stolen vehicle. Pegasus uses a very strong GPS receiver 
onto the RF based Vehicle Locator Unit, This gives the ability 
for the system to use both GPS and RF tracking at the same 
time [21]. The transmitter is fitted in the vehicle as in 
Figure(3) where it is difficult to be detected by the thief. As a 
consequence, it is not easily to be deactivated. 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig 3. Hybrid Tracking Device 
 
The GPS transmitter transmits signals constantly to the 
monitoring base. Then the GPS server analyses the signal 
/data coming from the vehicle, saves it securely and supplies 
the information when requested. The unit that is responsible 
for triggers the alarm when the vehicle is stolen is the control 

system or the GPS interface which will make possible to track 
the vehicle. This interface can be activated via cell phone 
technologies such as an alert call or SMS. When the vehicle is 
stolen, instantly call or SMS the necessary code to a 
predetermined number. As consequences the alarm in vehicle 
is activated and that will allow the security agencies to trace 
the car and determine its location [19].  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 4. Tracking Process [22] 
 
Figure(4) shows the whole process. Finally we added a new 
device to the whole system. We added a camera inside the car 
as in Figure (5). As soon as the GPS interface triggers the 
alarm inside the vehicle, the camera gets activated by the same 
signal. This camera can be a real time device to transfer a real 
time picture inside the car to the base station. In this case the 
security agency will have the thieves’ pictures. The camera 
will get its power from the car battery, and has its own hard 
disk to store data to be retrieved later after recovering the car 
if the place is not covered by cell network. 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 5. Real Time Camera 
 
 

IV. CONCLUSIONS AND FUTURE WORK 

In remote areas with no infrastructure, connecting using 
wireless technology is almost the solution for ease of access 
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and cost savings, also it is the best technology to track objects. 
Such an example of this technology is WiMAX. WiMAX is a 
wireless WAN technology with great data transmission rate 
and it is a candidate for the 4G network trying to support users 
with mobile service. One of the greatest inventions in the 
twentieth century is the Global Positioning System (GPS) 
system technology. This technology is used to determine 
position and time of a vehicle using the GPS satellites and 
WiMAX towers. Radio Frequency Tracking Technology is 
another technology that is useful if the vehicles or objects are 
hidden in a cargo container, garage or any place that is not 
covered by cell network. We have suggested a security system 
that uses a hybrid vehicle tracker. This tracker has the ability 
to use both GPS and RF tracking technologies to track the 
stolen vehicle. Finally we added a camera to our system to be 
located inside the car to determine the cars’ thieves by sending 
their photos to the security agency base to be recognized. Our 
future work is concerned with applying and conducting more 
experiments on our system. 
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Abstract: Authentication is a very crucial issue for all security protocols. Biometric based 

authentication is widely used for security issues such as iris, face, fingerprints etc.   Iris 
Recognition takes into account together of the simplest biometric technique used for human 
identification and verification, owing to its distinctive feature that disagree from one person to a 
different, and its importance within the security field. Now-a-days various researchers used many 

soft computing techniques in the iris recognition system. This paper gives a brief survey of  these 
techniques used for feature extraction such as neural network, genetic algorithm, fuzzy logic and 
particle swarm optimization.  

Keywords: Authentication, iris recognition, Feature Extraction, Neural Network, Genetic 
Algorithm, particle swarm optimization, Fuzzy Logic.  

1. Introduction:  

The internet is one of the most suitable and widely used techniques in computing system. But, 
now-a-days, it is facing many challenging problems like data integrity, confidentiality, 
authentication and availability of information in all forms. Among them, authentication is an 
important and complex issue for any trustworthy systems. It determines that the person who is 
using the system resources should have the rights associated with its identity. In addition, for 
many security functions like key management, secure cluster communication, it is the first step 
to perform. There are many authentication techniques like passwords or smart cards which have 
been used for authentication. There are some drawbacks with these systems like multiple 
passwords/smartcards for various systems etc. To reduce the cons of traditional security systems, 
new technology called biometric is introduced which associates an individual with his identity. 

The biometric is a promising field of technology that uses physiological or behavioral 
characteristics to mark or verify someone[1]. Physiological characteristics used for 
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authentication uses fingerprint, face and iris. A traditional biometric identification system 
consists of following two phases: -enrollment and identification. During the enrollment section, 
biometric feature set is extracted from user’s biometric information and a sample is captured and 
stored. In identification phase, the same feature extraction algorithm is used to extract the 
features of an individual and then compared with the stored samples, extracted in the previous 
phase. For identification if both samples are matched then that person is considered as 
authenticated otherwise not. 

 

 

  

  

                                     

                               

 

 

                               Fig1: Phases of biometric based authentication system 

Now-a-days, many biometric strategies have been developed like fingerprint, iris, face, signature, 
retina, hand-geometry and speaker. Among them, iris authentication system is the primary 
existing technique for identification because of the singularity and long-run stability. The chance 
of two people having a constant Iris pattern is one in 1078 and even twins has totally different 
Iris pattern[2]. The process of Iris recognition consists of four steps: iris image acquisition, 
preprocessing, feature extraction, and matching and recognition. 

1. Iris image acquisition: The first step of iris recognition is image acquisition. Special cameras 
have been used to capture the images of iris. First the smaller size image of the iris is combined 
with the possibility of varying colors of iris. The user has to stand in front of special device with 
eyes widely open in a range of 10-50 cm so that a clear image can be extracted. 

2. Iris pre-processing: Images captured in above phase are then preprocessed to remove the 
noise and blurring effect. Preprocessing is subdivided into 2 parts: 

a. Positioning: First the image is considered so that the inner and outer boundaries of the iris in 
images should be determined and then ensures that the iris data should be reliable which 
estimates for every scan. It evaluates the circular and non-circular boundaries of an iris. 
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b. Normalization: images captured from the devices may be of different sizes for the same 
person. It is due to deviation in illumination or other factors. This process produces the same iris 
regions so the two images of the same iris capture from different devices or conditions posses 
same characteristic feature. 

3. Iris feature extraction: in the feature extraction process, the feature of the iris is extracted and 
a template is generated which is stored in the database and further used in matching step. The 
generated template consists of an ordered sequence of data from the images extracted from the 
above steps. 

4. Matching and recognition: In matching phase, the feature extracted in verification step is 
compared with the stored image in the database. If the distance or difference (calculated using 
hamming distance and Euclidean distance) between these templates  is  less than the threshold 
value than these two images belongs to same person otherwise or not.       

 

 

 

 

 

                                                          

                                                                  Fig2: Steps of iris recognition 

 

Soft computing is an important branch of computational intelligent and knowledge-based 
systems. It is applied on those problems in computer science whose solutions are not easy to 
calculate, uncertain and between 0 and 1 Its goal is to exploit the robustness, good relationship 
with reality, low cost solution, uncertainty and partial truth to obtain tractability and tolerance of 
imprecision.. There are many soft computing techniques used in a feature extraction process like 
a neural network, genetic algorithm, fuzzy logic and particle swarm optimization. The aim of this 
paper is to provide a brief survey on application of these soft computing techniques in iris 
recognition system. The organization of this paper is as follows: section 2 presents the brief 
introduction of neural network used by various researchers in iris recognition system. Section 3 
provides the brief overview of genetic algorithm in iris system. in section 4 some researchers 
describes the uses of fuzzy logic to handle uncertainties in iris recognition system. Section 5 
contains the PSO algorithm used for classification of features from images and finally section 6 
concludes the paper. 
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2. Neural Network:  

The neural network is simplified form of the biological network system and working of neural 
network is inspired by a human brain. Generally, neural network is a highly interconnected 
network of processing element in architecture similar to brain. The processing elements ate 
called neurons. The characteristics of neural network are mapping capabilities or pattern 
association, generalization, robustness, fault tolerance and parallel and high speed information 
processing. Actually neural network learns with the help of known example. These networks are 
then trained with known examples. Once they get trained, it can be used to solve the unknown 
cases of the problems. Neural network have been successfully applied to problem in the fields of 
pattern recognition, image preprocessing, data compression, forecasting and optimization to 
quote a few, in feature extraction techniques and so on. Neural network is used to classify the 
patterns extracted from feature extraction process. 

In year 2005 Ching-Han Chen et al [3] proposed a new technique called wavelet probabilistic 
neural network to classify the pattern extracted from feature extraction process. WPNN 
combines two networks: Wavelet Neural Network and Probabilistic Neural Network. Authors 
use Sobel Transform and vertical projection to extract the feature extraction & to adjust the 
weights of WPNN. The authors applied PSO technique to train the WPNN. This system is 
applied to CASIA dataset and experimental results shows that recognition time/per image is less 
than 1ms and Equal error rate (EER) parameter of iris recognition is 3.32% that shows the 
superiority of the proposed method. 

In year 2007 Rahib H. Abiyev et al [4] introduced a new iris recognition system for identification 
of persons. Instead of using Haugh Transform for recognition, they detect a rectangular area of 
iris for fast localization of the image. Finally Neural Network is used to classify the images for 
recognition. Experimental result when applied to CASIA dataset shows accuracy rate of 98.25% 
and thus shows superior performance when compared to Dyadic wavelet transform. 

In year 2010 Fernando Gaxiola et al [5] presents a new architecture of a neural network to 
recognize the people. With the help of image processing method, the database is enhanced & the 
iris boundaries are calculated to cut the unwanted areas of the iris, then the iris images are 
processed and trained by modular neural network. The modular neural network is made up of 
three simple neural networks and each networks works like functional modules. To integrate all 
results of the three modules, gating network is used.  Author reports 96.80% identification rate 
for person identification when applied to CASIA dataset. 

In year 2010 Leila Fallah et al [6] proposed iris recognition method in which learning vector 
quantization (LVQ) is used. LVQ is a special case of the artificial comparative neural network. 
This paper uses convenience matrix for iris recognition. This matrix takes an iris image as input 
& produced edges of iris images. This edge has been used as input in probabilistic neural 
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network.  This method can easily classify noisy & non noisy images and shows very promising 
simulation results. 

In year 2011 A. Murugod et al [7] uses back propagation neural network (BPNN) for 
classification of iris template generated by a feature extracted method. The number of nodes in 
input layer is equal to the dimension in feature vector & output is equal to number of subjects in 
the dataset. By using BPNN, the system reliability gets improved by selecting half region of the 
iris. When it is applied to MMU dataset  then experimental result shows 100% success rate and 
shows better performance when compared with traditional techniques (like GW, LBP& HOG). 
 
In year 2012 Omaima et al [8] gives an iris recognition system on five  different Artificial Neural 
Networks (ANN) models. These are feed forward (FFBPNN), cascade forward (CFBPNN), 
perform fitting (Fit Net), pattern recognition (Pattern Net) and learning vector division (LVQ 
Net). To train these models individually ten different ANN coaching algorithms (LM, BFG, BR, 
CGF, GD, GDM, GDA, GDX, OSS and RP) were used. Author reported that among the five 
ANN models, performance of Pattern Net model is superior. This model is then trained with ten 
coaching algorithms and found that Train LM is the best coaching algorithm for iris recognition 
system. 
 
In year 2012 Vivek Srivastava et al [9] proposed the combination of functional modular neural 
network & fuzzy logic to classify the images. The authors use Minkowski distance which trains 
the pattern with less no. of clusters. Fuzzy clustering is used to find the best numbers of clusters 
which is used to decode the parameter of network for functional modular network. The 
functional modular neural network is designed to classify the input data based on survey 
distribution.  It has single hidden layer. The experimental results prove that the novel approach is 
more flexible & provides recognition rate 98.12% than the LPQ techniques. 
 
3. Genetic Algorithm: 
 
Genetic algorithms (GA) are derivative-free optimization techniques, which can through 
procedures analogous to biological evolution. Genetic algorithms belong to the area of 
evolutionary computing. They represent an optimization approach where a search is made to 
“evolve” a solution algorithm, which will retain the “fit” components in a procedure that is 
analogous to biological evolution through natural selection, crossover, and mutation. 
 
A genetic algorithm works with a population of individuals, each representing a possible solution 
to a given problem. Each individual is assigned a fitness score according to how good its solution 
to the problem is. The highly fit individuals are given opportunities to reproduce by 
crossbreeding with another individual in the population. This produces new individuals as 
offspring, who share some features taken from the parent. The unfit members in the population 
are finally died out. An entirely new population of possible solutions is produced in this manner, 
by mating the best individuals from the current generation. In this way, over many generations, 
desirable characteristics are spread throughout the population. Recently, GAs is finding 
widespread applications in solving problems requiring efficient and effective search, in business, 
scientific and engineering circles like a synthesis of neural network architecture, travelling 
salesman problem, graph coloring, scheduling, numerical optimization, and pattern recognition, 
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feature extraction and image processing. In feature extraction process, genetic algorithm is used 
for better selection of feature subsets based on different feature selection methods to obtain the 
classifier. 
  
In year 2008 Kaushik Roy et al [10] proposed a new method for feature selection and enhanced 
the system security. The proposed system uses genetic algorithm for better selection of feature 
subsets based on different feature selection methods to obtain the classifier. This system is more 
efficient compared with traditional feature selection system like principal component analysis & 
gives an identification rate of 97.90% for ICE dataset & 96.30% for WVU dataset. 
 
A new biometric approach is exciting in which the individuals are identified by their skin texture 
of the edges of the iris. In the year 2010 Jashua Adams[11] uses this application. He extracts the 
image by using Local Binary Patterns Then he applied a new technique called genetic & 
evolutionary feature extraction to optimize these feature sets up to 50% with high identification 
rate. WMNE helps of GEC; the numbers of features get minimized with minimum number of 
recognition rate. An experimental result proves that it is a superior system with high success rate 
when it is applied to the FRGC data set. 
 
Some researcher used GABOR filter to extract features & preventing for information losses but it 
generates very large features which required extra space for storage. In year 2011 Hamed 
Ghodrati et al [12] uses multi objective GA to reduce the limitations of Gabor Filters & to 
increase the accuracy of the system. Due to Gabor filter, parameters are not optimized because of 
randomness of new images. Therefore GA is used to optimize the Gabor filter parameter & to 
decrease the filter size. Further the extracted image is encoded by using amplitude variation 
quantization. Experimental result when this applied on CASIA- IRIS V INTERNAL database 
shows  very promising results with CRR=99.68% & EER=0.26% for 2125 iris images. 
 
In year 2012 Hamed et al [13] gives another paper that uses two GA based novel approaches. In 
The first approach genetic algorithm is used to optimize the parameter of Gabor filter to so as 
extract the optimized features and in the second approach GA is used to select most prominent 
templates from these optimized features. Experiments were performed on CASIA dataset and 
results were compared with traditional GABOR filter, it has been reported that the value of CCR 
parameter is 1.09% and recognition rate is 98.63%. 
 
In year 2013 V. Saishanmuga Raja et al [14] proposed a hybrid technique of neural network & 
genetic algorithm for classification of images to optimize the low recognition rate & increase 
recovery time. First the neural network is used for localization of iris & generates images. Then 
genetic algorithm is used to reduce the parameter of neural network. The genetic algorithm is an 
optimization process, which requires a group of initial solution in each generation. In every 
generation one best solution is selected according to fitness process. Here genetic algorithm is 
used to optimize training time of neural network. A simulation result gives a recognition rate 
98.48% & reduces the training time of neural network up to 20s with the existing neural network 
without GA. 
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4. Fuzzy Logic:  
 
Although the probability theory has been an age old and effective tool to handle uncertainty, it 
can be applied only to situations whose characteristics are based on random processes, that is, 
processes in which the occurrence of events is strictly determined by chance. However, in 
reality, there turn out to be problems, a large class of them whose uncertainty is characterized by 
a nonrandom process. Here, the uncertainty may arise due to partial information about the 
problem, or due to information which is not fully reliable, or due to inherit imprecision in the 
language with which the problem is defined, or due to receipt of information from more than one 
source about the problem which is conflicting. Fuzzy set theory enhances huge potential for 
effective solving of the ambiguity in the problem. Fuzziness means ‘ambiguity’. Fuzzy set theory 
is used to handle the uncertainty which is raised due to ambiguity in any system. The common 
instances of the fuzziness manifests are understanding human speech and recognizing the 
features. 
 
Fuzzy logic is useful in representing human knowledge in a specific domain of application and in 
reasoning with that knowledge to make useful inferences or actions. The conventional binary 
logic is crisp and allows for only two states. This logic cannot handle fuzzy descriptors, 
examples of which are “fast” which is a fuzzy quantifier and “weak” which is a fuzzy predicate. 
They are generally qualitative, descriptive, and subjective and may contain some overlapping 
degree of a neighboring quantity, for example, some degree of “slowness” in the case of the 
fuzzy quantity “fast”. Fuzzy logic allows for a realistic extension of binary, crisp logic to 
quantitative, subjective, and approximate situations, which often exist in problems of intelligent 
machines where techniques of artificial intelligence are appropriate. 
 
In the feature extraction process fuzzy logic handles uncertain & imprecise data during 
classification. The pupil is the dark circular area of human iris. Sometimes pupil is partially 
influenced by the certain noises such as eyelids, eyelashes etc., and it create uncertainties in the 
extracted feature. Therefore to deals with these uncertainties fuzzy logic is used. 
.  
In year 2010 C.C. Teo et al [15] proposed fuzzy logic based new segmented iris method.  The 
pupil is the dark circular area of human iris. Sometimes pupil is partially influenced by the 
certain noises such as eyelids, eyelashes etc., it creates uncertainties in the extracted feature. 
Therefore to deals with these uncertainties fuzzy logic is used. This new scheme is tested in 
MMU2 database with 18414 iris images & concluded that this scheme 97.30% correctly 
segmented the images. 
 
After considering all visible properties of iris S R Kodituwakku et al [2010] [16] attempt to use 
fuzzy logic in an iris recognition system. Proposed system consists of enrollment & verification 
phase. In enrollment phase, with the help of image processing methods, first the features of iris 
are extracted & then converted into numeric form called as iris codes. In verification phase fuzzy 
logic was used that takes above iris codes as crisp set. Then comparison of codes from both is 
phases are made to determine match or mismatch. Authors concluded that the proposed system 
when applied to CASIA dataset has success rate of 98.6%, FAR of 0.23% & FRR of 1.16% for 
432 eye images 
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Naresh Babu et al [2011] [17]proposed a new method in iris recognition system and named it as 
fuzzy iris recognition system to reduce the problem of existing recognition systems like noise, in 
consistency & illumination. They use Haugh Transform for detecting lines in feature extraction 
& for classification fuzzy logic is used. Fuzzy logic handles uncertain & imprecise data during 
classification. A simulation result shows that this proposed system outperforms compared to 
existing techniques. 
 
In year 2011 Fernando Gaxiola et al [18]presents a new architecture of neural networks with type 
-2fuzzy integration for iris recognition combined system. With the help of this architecture, the 
system’s performance gets improved & reduced the noise in the iris. The modular neural network 
made up three modules. All these modules consist of the one input layer, two hidden layers and 
are output layer and uses scaled gradient algorithm for learning. For integration of the two sub 
module type - 2 fuzzy integration is used.  This architecture is tested on CASIA dataset for 594 
images & achieves 97.98% of recognition rate. 
 
Chung-Chih Tsai et al [19] proposed a new approach with fuzzy matching process for effective 
matching of images in year 2012. For iris segmentation they proposed an effective method to 
detect the boundaries of the iris images & after that they used a Gabor filter to extract local 
feature from the segmented eye. Then fuzzy matching algorithm is used to calculate the 
similarity between a pair of images of iris. A simulation result proves that this system is much 
better than original PCM when applied to an UBIRIS dataset with recognition rate 97.115% and 
EER=0. 1482.  
 
5. Particle Swarm Optimization: 
 
Particle swarm optimization (PSO) is SI based one of the optimization techniques in computer 
science. It measures the quality of candidate solution. It represents the best solution like a point 
in space of n- dimensional.. SI systems are the population of simple agent interacts with each 
other in an environment. This inspiration came from nature like behavior of ant in a colony, fish 
schooling, movements of particles in space etc.  PSO is used in the feature extraction process as it 
is easy to understand. It takes every solution of search space and in every iteration, solution updates them 
and one of them is the optimal solution PSO is a global search strategy and avoids complex operations of 
genetic. With the help of PSO, the system not only achieves a higher recognition rate but also less 
computing time. Actually PSO is used as classifier to classify the correct features from images. 
 
In the year 2010 Fuyou Han et al [20] proposed a new method in which he uses PSO for 
selection of features. First wavelet maximum is used for localization of image & then extraction 
of the image with the help of Gabor Filter is done. To select the key features of images GA is 
hybridized with PSO. Due to this, training time gets decreased and recognition rate gets 
improved. To check the validity of this proposed method, it is applied at CASIA database and 
compared with GA shows recognition rate of 96%. 
 
In year 2012 Logannathan et al [21] first uses the combination of wavelet neural network & 
probabilistic NN to classify the biometric images. WPNN is used as pattern classifiers in the 
proposed system. Since the dimension of inputs in WPNN is very large therefore PSO is used to 
train it so that the architecture of WPNN gets optimized and system capabilities get improved. 
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The system when tested on CASIA database shows high accuracy & feasibility than other 
system. 
 
In year 2012 Jin Liu et al [22] introduced the novel approach for iris recognition systems. In this 
system, Gabor Filter & wavelet maxima components are used to extract the images. Since, both 
the methods required lots of memory and time to save the extracted features. In this paper, the 
combination of radial basis function neural network (RBFNN) and PSO is used to classify the 
extracted images. The experimental result proves that the proposed system is much superior from 
another system in terms of performance. 
 
Table1: Summary of various soft computing techniques used for feature extraction in iris        
recognition       
 
S.No Computational 

techniques 
used in iris 

system 

Dataset 
Used 

Recognition 
Rate (%) 

Year Other           
parameters 

Compared 
With 

 Neural 
Network 

     

1. [3] CASIA  2005 Best EER=3.32% 
Recognition 

time/image=<1ms 

WPNN 

2. [4] CASIA 99.25% 2007 Avg time = 0.4s Dyadic Wavelet 
Transform 

3. [5] CASIA 97.13% 2010  Multichannel 
Gabor Filtering 

4. [7] MMU 98.33% 2011  Histogram of 
oriented gradient 

5. [8] CASIA  2012  Fit net, 
FFBPNN,CFBP
NN &  LVQ Net 

6. [9] CASIA 98.12% 2012  Local phase 
quantization 

 Genetic 
Algorithm 

     

7. [10] 1CE 97.90% 2008  Entropy Based, 
K-NNR, T-
Statistics 

8. [11] FRGC 92.16% 2010  Periocular Skin 
Texture 

9. [12] CASIA 
IRIS V-

3 
Internal 

99.68% 2011 EER=0.26% GABOR wavelet 
filter 

10. [13] CASIA 98.63% 2012 EER=1.09 2D-LDA+2D-
PCA 
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11. 
. 

[14] CASIA 98.48% 2013 Average 
time=20s 

Neural network 
without GA 

 Fuzzy Logic      
12. [15] MMU2 97.30% 2010  Hough 

Transform 
13. [16] CASIA  2010 FAR=0.23% 

FRR=1.16% 
 

14. [17] CASIA 97% 2011  Wavelet+PCA+
NN 

15. [18] CASIA 97.98% 2011  Modular neural 
network using 

contour 
segmentation 

16. [19] UBIRIS 97.115% 2012 EER=0.1482 Original PCM 
 PSO      

17. [20] CASIA 96% 2010  Feature selection 
using GA 

 
6. Conclusion:  
  
Iris recognition is one of the best biometric systems to secure the visual identification of a 
person. It has four phases: image acquisition, preprocessing, feature extraction and matching. 
Among them, feature extraction is the most important step in which several features of the iris 
are extracted and stored in a database for further used. Inconsistency between these features 
should be clearly discriminating and exact so that system can recognize the person with 
maximum efficiency. 
Now-a-days various soft computing techniques are used by several researchers in the iris 
recognition system. This paper includes some of soft computing techniques like neural network, 
genetic algorithm, PSO and fuzzy logic. Different types of neural networks like WPNN, BPNN 
and RBFNN are used as a feature classifier in the feature selection process of iris recognition 
system. Each of these techniques have their own advantages like RBFNN doesn’t require any 
mathematical description of how input and output features are co-related, WPNN is a very 
simple recognition classifier model used for reducing the low recognition rate in the iris 
recognition system and BPNN provides a good balance between input and output features that 
are similar. Also these neural networks have higher training time so researchers hybridized these 
networks with the PSO and genetic algorithms to reduce it.  
Researchers used a genetic algorithm in an iris recognition system to optimize the parameters of 
Gabor filter used for feature extraction and to reduce the generated features so that extra storage 
space is not required. PSO is used to select the correct features in the feature selection process 
for obtaining high recognition rate while fuzzy logic is used to reduce the uncertainties of 
features present in preprocessing step so that correct images can be classified in further steps. 
This paper concludes the survey that how the recognition rate of iris system gets improved and 
training time gets reduced by using these techniques. In future, it provides a proposal for the 
growth of new techniques in this area. 
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ABSTRACT 

Information Technology (IT) also referred to as Information and Communication Technology (ICT) 
can be described as electronic technologies used for information storage and retrieval (Adomi & 
Kpangban, 2010). This paper examined various factors hindering the use of IT tools in teaching in 
South Western Nigerian Polytechnics and also extract the most significant factors that pose serious 
challenges to the use and integration of IT in teaching using Gain Ratio extraction technique. 
Questionnaires were distributed to Lecturers and seasoned administrators in the Polytechnic sector 
to access their knowledge and belief on the stated factors. The responses from the respondents were 
used to form a dataset. C# Programming was used for the implementation. Also, Microsoft Excel 
was used for the analysis of the data collected. The result of the analysis shows that seven (7) 
factors were highly hindering the use and integration of IT tools into teaching.  
 

Keywords: ICT, Gain Ratio, Microsoft Excel, Extraction Technique. 

 

INTRODUCTION 

Information and Communication Technology (ICT) used as an extended synonym for 

Information Technology (IT), is usually a more general term that stresses the role of unified 

communications and the integration of telecommunications (telephone lines and wireless signals), 

computers, middleware as well as necessary software, storage- and audio-visual systems which 

enable users to create, access, store, transmit, and manipulate information (Adomi & Kpanghan, 

2010). Integration of Information and Communication Technology (ICT) tools in teaching has been 

at the forefront of the education sector for recent years (Mee & Zaitun, 2006). 
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Information and communication technologies (ICT) are electronic technologies used for 

information storage and retrieval. Development is partly determined by the ability to establish a 

synergistic interaction between technological innovation and human values. The rapid rate at which 

ICTs have evolved since the mid 20th century, the convergence and pervasiveness of ICTs, give 

them a strong role in development and globalization (Nwagwu, 2006). ICTs have a significant 

impact on all areas of human activity (Brakel and Chisenga, 2003). The field of education has been 

affected by ICTs which have undoubtedly affected teaching, learning and research (Yusuf, 2005). 

A great deal of research has proven the benefits to the quality of education (Al-Ansari, 2006). ICTs 

have the potential to accelerate, enrich and deepen skills to motivate and engage students to 

integrate school experience to work practices, create economic viability for tomorrow's workers as 

well as strengthening teaching. (Davis and Tearle, 1999; Lemke and Coughlin, 1998; cited by 

Yusuf, 2005). 

In a rapidly changing world, basic education is essential for an individual to be able to 

access and apply information with the use of ICT. The Economic Commission for Africa has 

indicated that the ability to access and use information is no longer a luxury, but a necessity for 

development. Unfortunately, many developing countries especially in Africa, are still low in ICT 

application and use (Aduwa-Ogiegbean and Iyamu, 2005). According to the Online Oxford 

Dictionary, Information and Communications Technology usually abbreviated as ICT, is often used 

as an extended synonym for information technology (IT), but is usually a more general term that 

stresses the role of unified communications and the integration of telecommunications (telephone 

lines and wireless signals), computers, middleware as well as necessary software, storage- and 

audio-visual systems which enable users to create, access, store, transmit and manipulate 

information. In other words, ICT consists of IT as well as telecommunication, broadcast media, all 

types of audio and video processing and transmission and network based control and monitoring 

functions. 

PROBLEM STATEMENT 

The forces that have driven institution of higher learning to adopt and incorporate ICT in 

teaching include greater information access, greater communication, increased cooperation, 

collaboration and cost-effectiveness (Surry and Ely, 2001). Much as investment in ICT continues to 

increase, information communication technologies such as computers, video players and projectors 

have not been effectively used in lecture rooms in institutions of higher learning in Nigeria (Farrell, 

2007). Most lecturers do not use ICTs in lecture rooms while few that use the ICT tools in teaching 
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do not use them as expected. Despite the keenness of some institutions of higher learning to 

establish effective ICT education programs, they are confronted with enormous problems that may 

impede the proper implementation of these programs (Nwachukwu et al, 2009). Some of these 

problems are epilepsy power supply, fast changing of ICT tools, no enough ICT tools, Management 

attitude and poor network infrastructure, etc.  

 

AIM AND OBJECTIVES 

The aim of this research work is to investigate the factors that serve as challenges to the use 

of ICT tools in teaching in South Western Nigerian Polytechnics. 

 

Objectives of the study 

The specific objectives of this study are to: 

(a) identify the variables responsible to challenges in the use of IT tools in teaching. 

(b) extract variables that are highly challenging to the use and integration of IT tools in teaching 

in Nigerian Polytechnic. 

 

METHODOLOGY 

The existing works of the authorities in the field of IT in Education were reviewed. The first 

method employed was the use of questionnaire which consists of three parts. The first part of the 

questionnaire gathered the respondent’s personal data or background such as their age group, 

gender, marital status and their educational attainment. The second part focused on the collection of  

data on factors affecting or preventing the integration of IT tools in teaching while the respondents 

were asked about their views on the research topic in the third part. Respondents provided 

information about their views through close-ended and open – ended questions on this topic.  

Two hundred (200) questionnaires were distributed to three (3) Polytechnics in the South 

West region of Nigeria and 131 were returned by the respondents. Thus, a response rate of 65.5% 

was achieved. The responses from educational attainment in the first part and the second part of the 

questionnaires were used to generate a dataset in which the listed factors in the second part were 

used as the variables of the dataset and column heading. The response from each respondent 

formed a record in row of the dataset while the educational attainment serves as class in the last 

column of the dataset (See Appendix 1). The educational attainment was rated 1 for PhD, 2 for 

Masters, 3 for First Degree / Postgraduate Diploma, 4 for Higher National Diploma and 5 for 

Nigeria Certificate of Education and 6 for National Diploma. The degree of agreement on the item 

as a factor affecting the use of ICT was rated using Agree (A), Strongly Agree (SA), Disagree (D), 
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Strongly Disagree (SD) and No Comment (NC), if the respondent never encountered the situation 

mentioned. Gain Ratio technique using C# Programming language was used to extract significant 

variables after which a threshold was set to actually determine factors that pose serious challenge to 

the integration of IT tools in teaching in Nigerian Polytechnics. Microsoft Excel was adopted to 

depict the data presentation of the data collected. 

The dataset has twenty four (24) discrete variables. Let D be set consisting of d data 

samples with n distinct classes. The expected information needed to classify a given sample is 

given by (Asha Gowda Karegowda et al, 2010) 
 

I(D) = -  log 2(pi)               …………    (1.0) 

 

where pi is the probability that an arbitrary sample belongs to class Ci and is estimated by di/d. Let 

attribute A has v distinct values. Let dik be number of samples of class Ci in a subset Dj. Dj contains 

those samples in D that have value aj of A. The expected information or entropy based on the 

partitioning into subsets by A, is given by 
 

E(A) = -               ……………    (1.1) 

The information gained is given by 
 

Gain (A) = I(D) – E(A)             ……………    (1.2) 
 

where E(A) is the entropy of the A and I(D) is the expected information. 
 

The splitInfoA(D) = - |Di|/|D|) (|Di|/|D|)       ……………     (1.3) 

 

Equation (1.3) represents the information generated by splitting the training data set D into v 

partitions corresponding to v outcomes of a test on the attribute A. 
 

The Gain Ratio (a) = Gain (A) /SplitInfoA (D)         ……………     (1.4) 

The threshold Y1 >  (  -  ( ) +  ( )     ……………     (1.5) 

 

FACTORS AFFECTING THE USE AND INTEGRATION OF IT TOOLS IN TEACHING 

WITH THEIR SYMBOLS 

A1 = ICT tools are changing too fast to keep current trend 

B1 = I have to spend extra time and effort after integrating ICT tools in teaching 
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C1 = The Management does not provide any incentive for lecturers to integrate ICT tools in their  

 teaching. 

D1 = The network connectivity is poor  

E1 = There is no network coverage in teaching environment 

F1 = The Management does not have any evaluation on integration of ICT tools in teaching 

G1 = The ICT tools are always reliable 

H1 = I have had difficulty getting quality training programme towards the use of ICT tools 

I1  = I have had difficulty getting support from technical staff 

J1  = The hardware available is not sufficient to accommodate ICT supported teaching 

K1 = The hardware available is already outdated to accommodate ICT supported teaching 

L1 = The software available is not sufficient to accommodate ICT supported teaching  

M1 = The software available had already outdated to accommodated ICT supported teaching 

N1 = Certain software is difficult to learn and use 

O1 = The Management do not provide any instruction on how to integrate ICT tools in my teaching 

P1 = The Management do not initiate any program (such as seminar & workshop) to encourage ICT 

 supported teaching. 

Q1 = The Management does not have any vision on integration of ICT tools in teaching 

R1 = My peers have giving negative comments about using ICT tools in teaching  

S1 = Students have negative attitude towards ICT supported teaching 

T1 = Students have negative feedbacks on ICT supported teaching 

U1 = Most students are not computer literate 

V1 = I found myself difficult to change from my current teaching practice to integrate ICT tools in  

 teaching 

W1 = There is no space to accommodate ICT tools 

X1 = Epilepsy power supply does not encourage integrating ICT into teaching 
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RESULT AND DISCUSSION 

 

Figure 1.1: A graph showing the Education Attainment of the respondents. 

From the Figure 1.1 above, it can be deduced that Masters Holders are more involved in 

administering the questionnaire than those with other higher qualifications. Meaning that Lecturers 

in Nigerian Polytechnics are mostly Masters Holders. 

 

 

Figure 1.2: A Graph showing the Age group of the Respondents 

From Figure 1.2 above, it can also be deduced that the age group between 40 – 49 has the 

highest knowledge of ICT in South Western Nigerian Polytechnic. 
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Table 1: Gain Ratio technique result for the variables  

 

 
Fig 1.3: the Graphical Representation of Gain ratio Result and Threshold 
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From Table 1 shows the Gain Ratio results of factors under consideration while Figure 1.3 

above shows the graphical representation of Gain Ratio result of each factor and the threshold 

value, which is    -2.29513. Figure 1.3 reveals that out of the twenty four (24) factors considered, 

seventeen (17) factors (B1, C1, D1, F1, G1, H1, I1, J1, M1, N1, O1, P1, Q1, S1, T1, U1 & V1) are 

below the threshold, meaning that these factors are not significant; that is, they do not pose serious 

challenge to the use and integration of IT tools in teaching in Nigerian Polytechnics while the 

remaining seven (7) factors (A1, E1, K1, L1, R1, W1 & X1)  that are above the threshold are 

significant, that is they pose serious challenge to the use and integration of IT tools in teaching (see 

Appendix 1).   

   

CONCLUSION  

 The findings of this research work have showed that there are no similarities with other 

findings on the use of ICT tools in teaching in higher education in the developed nations like 

Malaysia. Epilepsy power supply, inadequate space to accommodate IT tools, negative comments 

about IT tools in teaching, insufficient hardware and software availability and that few available 

ones are outdated, no network connectivity and dynamism on the part of IT tools making it difficult 

to keep current trend are factors hindering the integration of IT tools in teaching in Nigerian 

Polytechnics and this has led to the low level of research in the South Western Nigerian 

Polytechnic.    

 
RECOMMENDATION 
 

In the view of the above conclusion, it is worth noting that successful integration of IT tools 

in teaching in Nigerian Polytechnics will not only lead to quality teaching but also produce quality 

and competent graduates that would favourably compete with its counterpart anywhere in the 

world. Proper funding of Polytechnic Education in order to meet the purpose of its establishment 

and incorporate the use of IT in teaching should of higher priority of all stakeholders. 

 

The Federal Government should formulate a policy through the Federal Ministry of 

Communication Technology (FMCT) on how to integrate ICT tools in teaching in Nigerian 

Polytechnics in order to bridge the digital divide between Nigeria and the rest of the world. 

Moreover, the issue of epilepsy power supply that is a major factor hindering the integration of ICT 

tools in teaching should be properly addressed. 
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Appendix 1: Dataset used  

A1  B1  C1  D1  E1  F1  G1  H1  I1  J1  K1  L1  M1  N1  O1  P1  Q1  R1  S1  T1  U1  V1  W1  X1  CLASS 

A  A  D  A  A  SA  A  SA  D  SA  A  A  D  A  D  D  D  D  D  A  D  A  D  SA  3 

A  D  SA  SA  SA  SA  SA  SD  SA  SD  SD  SD  SD  SD  SA  SA  A  SD  SD  SD  A  SD  SD  SA  2 

D  A  A  SA  SA  A  SD  A  NC  NC  A  A  A  D  A  A  NC  SA  SA  D  SA  SD  D  SA  2 

A  SA  SA  SA  SA  SA  SA  SA  A  SA  D  D  D  SA  SA  SA  SA  D  A  A  A  SD  SD  SA  2 

SA  A  A  A  A  NC  A  D  D  A  D  A  D  A  NC  NC  D  D  A  A  A  D  A  A  2 

A  D  A  NC  A  A  A  A  D  D  D  D  D  A  A  D  D  D  D  D  D  D  D  A  2 

A  D  A  SA  SA  SA  SA  SA  A  SA  SA  SA  SA  SA  SA  SA  A  D  D  SD  SA  DS  D  SA  3 

SA  D  SD  D  D  D  A  D  D  D  SA  D  D  D  SD  SD  SD  SD  SD  SD  A  SD  SD  SD  3 

A  A  A  A  SA  SA  D  A  SA  SA  SA  SA  SA  NC  AA  NC  NC  A  A  A  SA  D  D  SA  4 

D  A  A  SA  SA  A  D  A  D  A  A  A  A  A  D  SA  A  A  D  A  SA  D  D  SA  3 

SA  NC  SA  SA  SD  NC  D  NC  NC  NC  SD  SA  NC  SD  D  SD  SD  SD  D  NC  D  NC  D  NC  3 

D  SD  A  SA  SA  A  SA  SA  D  SA  SA  SA  SA  SD  SA  SA  NC  SD  SD  SD  SA  SD  SD  SD  3 

C  D  NC  A  A  NC  D  D  D  A  D  A  D  D  NC  D  D  D  D  D  A  SD  D  A  3 

SA  A  D  D  D  D  SA  D  D  SD  D  D  D  SD  D  SD  SD  SD  SD  SD  SD  SD  D  D  3 

SA  A  A  A  SA  SA  SA  A  A  A  D  A  D  D  A  A  A  SD  SD  SD  A  SD  A  SA  3 

SA  SD  SA  SA  SA  SA  SA  D  A  D  D  D  D  D  D  D  D  D  D  D  SD  D  D  SA  2 

A  A  SA  SA  SA  SA  D  SD  A  A  A  A  SA  D  A  D  D  A  SA  A  SA  SD  SD  SA  2 

A  A  A  SA  A  A  A  A  A  A  A  A  SA  D  A  A  A  D  D  D  A  A  D  SA  2 

D  A  A  A  A  A  A  A  D  A  D  A  D  A  NC  D  NC  A  A  A  A  D  D  A  3 

SA  SA  SA  SA  A  SA  D  D  D  SA  SA  SA  SA  D  SA  A  A  A  A  A  A  SD  D  SA  2 

SA  A  A  A  A  D  SA  A  A  D  A  A  A  SA  SA  SA  D  A  D  D  SD  D  D  SA  5 

A  A  D  SA  D  D  D  A  D  D  A  SA  A  A  D  A  D  D  SD  SD  A  D  SD  SA  3 

D  A  A  D  D  D  SA  SA  SA  A  A  D  D  SA  D  SA  SD  D  SA  D  D  SA  D  SA  5 

SA  SA  A  SA  SA  D  SA  A  A  SA  SA  SA  SA  SA  SA  SA  SA  SA  SA  SA  D  SA  A  SA  2 

SA  SA  SA  A  SA  A  A  A  SA  SA  SA  SA  SA  SA  SA  A  A  SA  A  A  D  SA  A  SA  2 

A  A  SA  SA  SA  SA  D  SA  SA  SA  SA  SA  SA  D  SA  SA  SA  SA  SD  D  A  D  D  A  4 

D  SD  SA  SA  D  D  D  SA  A  A  A  SA  A  D  A  A  D  D  D  D  A  D  SD  SA  3 

D  D  D  D  D  D  D  D  D  D  D  D  D  D  D  D  D  D  D  D  D  D  A  A  1 

A  A  A  SA  SA  SA  SA  D  D  D  D  D  D  D  D  D  D  D  SA  D  D  D  A  SA  3 

SA  D  SA  SA  SD  SA  D  D  D  SA  D  SA  D  D  SA  D  D  D  D  D  D  SD  SD  SA  2 

SA  SA  D  SD  D  A  SA  SD  SD  SD  SD  SD  D  SD  SD  SD  SD  D  D  D  SD  SD  D  SA  2 

SA  SA  A  SA  SA  SA  D  NC  A  SA  D  SA  NC  D  SA  D  D  A  SA  SA  A  SA  D  SA  2 

A  D  D  A  SD  A  A  A  D  A  A  A  A  A  A  D  D  A  D  D  D  A  SD  SA  3 

A  D  A  SA  A  A  SA  A  D  D  D  SA  SA  SA  SA  SA  D  D  D  D  A  SD  D  SA  1 

A  D  D  SA  A  SA  A  D  D  SA  SA  SA  SA  SA  SA  SA  D  D  D  SA  D  SA  D  SA  2 

A  A  D  A  A  A  D  SA  SA  SA  SA  SA  SA  SA  SA  A  A  A  SA  A  D  A  A  A  2 

A  A  A  SA  SD  D  SA  A  A  A  A  A  A  A  A  A  A  A  A  A  A  A  SD  SA  2 

SA  SA  SA  SA  SD  D  SA  A  D  SA  D  A  D  D  D  D  D  A  A  D  D  D  D  SA  2 

SA  A  A  SA  A  SA  SD  SD  SA  SD  D  D  D  D  A  A  A  SD  D  D  SD  D  D  SA  4 

SA  D  D  SA  D  A  D  D  A  SA  D  A  A  A  A  D  D  A  NC  D  D  SD  A  SA  3 

A  SA  SA  SA  D  A  D  A  SA  A  SA  SA  D  D  A  SA  SA  D  A  D  D  D  SD  SA  3 

A  SA  SA  A  D  A  SA  SA  A  A  SA  A  A  D  A  D  D  D  D  D  A  SA  A  SA  4 

A  NC  NC  NC  NC  NC  A  NC  NC  NC  NC  NC  NC  D  NC  NC  NC  A  NC  NC  `A  A  NC  A  4 

A  A  D  A  D  A  D  A  A  A  A  A  A  A  D  D  D  D  A  D  D  D  D  A  2 

SA  A  A  SA  A  SA  SA  SD  D  A  D  D  D  D  A  D  SD  SD  SD  SD  D  SD  SD  SA  2 
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SA  A  A  SA  A  A  A  D  D  A  D  A  A  SA  A  A  NC  A  A  A  D  A  D  A  2 

A  D  A  SA  D  D  SA  D  D  SA  A  SA  SA  D  SA  D  D  D  D  D  A  SD  D  D  2 

SA  SD  SD  A  D  D  A  SA  D  D  D  D  D  A  D  SD  D  D  D  D  A  D  D  A  2 

A  A  A  A  A  A  D  A  A  A  A  A  A  NC  A  A  NC  A  A  A  A  D  D  A  2 

A  D  A  SA  A  A  A  D  D  SA  A  D  D  D  A  A  D  D  D  D  A  D  D  SA  3 

A  A  D  A  A  D  D  A  D  A  A  A  A  D  D  D  D  D  D  D  A  D  D  A  4 

A  NC  A  SA  D  NC  NC  SA  NC  A  D  A  NC  D  NC  NC  NC  NC  SA  SA  D  NC  SD  NC  4 

SA  A  A  A  A  A  NC  D  D  D  SA  D  D  A  D  D  A  A  D  SA  SA  A  D  SA  4 

A  D  A  SA  D  D  SD  SD  D  A  D  D  A  D  A  D  A  D  A  D  A  SD  SD  SA  2 

A  A  D  A  A  SA  A  SA  D  SA  A  A  D  A  D  D  D  D  D  A  D  A  D  SA  3 

A  D  SA  SA  SA  SA  SA  SD  SA  SD  SD  SD  SD  SD  SA  SA  A  SD  SD  SD  A  SD  SD  SA  2 

D  A  A  SA  SA  A  SD  A  NC  NC  A  A  A  D  A  A  NC  SA  SA  D  SA  SD  D  SA  2 

A  SA  SA  SA  SA  SA  SA  SA  A  SA  D  D  D  SA  SA  SA  SA  D  A  A  A  SD  SD  SA  2 

SA  A  A  A  A  NC  A  D  D  A  D  A  D  A  NC  NC  D  D  A  A  A  D  A  A  2 

A  D  A  NC  A  A  A  A  D  D  D  D  D  A  A  D  D  D  D  D  D  D  D  A  2 

A  D  A  SA  SA  SA  SA  SA  A  SA  SA  SA  SA  SA  SA  SA  A  D  D  SD  SA  DS  D  SA  3 

SA  D  SD  D  D  D  A  D  D  D  SA  D  D  D  SD  SD  SD  SD  SD  SD  A  SD  SD  SD  3 

A  A  A  A  SA  SA  D  A  SA  SA  SA  SA  SA  NC  AA  NC  NC  A  A  A  SA  D  D  SA  4 

D  A  A  SA  SA  A  D  A  D  A  A  A  A  A  D  SA  A  A  D  A  SA  D  D  SA  3 

SA  NC  SA  SA  SD  NC  D  NC  NC  NC  SD  SA  NC  SD  D  SD  SD  SD  D  NC  D  NC  D  NC  3 

D  SD  A  SA  SA  A  SA  SA  D  SA  SA  SA  SA  SD  SA  SA  NC  SD  SD  SD  SA  SD  SD  SD  3 

C  D  NC  A  A  NC  D  D  D  A  D  A  D  D  NC  D  D  D  D  D  A  SD  D  A  3 

SA  A  D  D  D  D  SA  D  D  SD  D  D  D  SD  D  SD  SD  SD  SD  SD  SD  SD  D  D  3 

SA  A  A  A  SA  SA  SA  A  A  A  D  A  D  D  A  A  A  SD  SD  SD  A  SD  A  SA  3 

SA  SD  SA  SA  SA  SA  SA  D  A  D  D  D  D  D  D  D  D  D  D  D  SD  D  D  SA  2 

A  A  SA  SA  SA  SA  D  SD  A  A  A  A  SA  D  A  D  D  A  SA  A  SA  SD  SD  SA  2 

A  A  A  SA  A  A  A  A  A  A  A  A  SA  D  A  A  A  D  D  D  A  A  D  SA  2 

D  A  A  A  A  A  A  A  D  A  D  A  D  A  NC  D  NC  A  A  A  A  D  D  A  3 

SA  SA  SA  SA  A  SA  D  D  D  SA  SA  SA  SA  D  SA  A  A  A  A  A  A  SD  D  SA  2 

SA  A  A  A  A  D  SA  A  A  D  A  A  A  SA  SA  SA  D  A  D  D  SD  D  D  SA  5 

A  A  D  SA  D  D  D  A  D  D  A  SA  A  A  D  A  D  D  SD  SD  A  D  SD  SA  3 

D  A  A  D  D  D  SA  SA  SA  A  A  D  D  SA  D  SA  SD  D  SA  D  D  SA  D  SA  5 

SA  SA  A  SA  SA  D  SA  A  A  SA  SA  SA  SA  SA  SA  SA  SA  SA  SA  SA  D  SA  A  SA  2 

SA  SA  SA  A  SA  A  A  A  SA  SA  SA  SA  SA  SA  SA  A  A  SA  A  A  D  SA  A  SA  2 

A  A  SA  SA  SA  SA  D  SA  SA  SA  SA  SA  SA  D  SA  SA  SA  SA  SD  D  A  D  D  A  4 

D  SD  SA  SA  D  D  D  SA  A  A  A  SA  A  D  A  A  D  D  D  D  A  D  SD  SA  3 

D  D  D  D  D  D  D  D  D  D  D  D  D  D  D  D  D  D  D  D  D  D  A  A  1 

A  A  A  SA  SA  SA  SA  D  D  D  D  D  D  D  D  D  D  D  SA  D  D  D  A  SA  3 

SA  D  SA  SA  SD  SA  D  D  D  SA  D  SA  D  D  SA  D  D  D  D  D  D  SD  SD  SA  2 

SA  SA  D  SD  D  A  SA  SD  SD  SD  SD  SD  D  SD  SD  SD  SD  D  D  D  SD  SD  D  SA  2 

SA  SA  A  SA  SA  SA  D  NC  A  SA  D  SA  NC  D  SA  D  D  A  SA  SA  A  SA  D  SA  2 

A  D  D  A  SD  A  A  A  D  A  A  A  A  A  A  D  D  A  D  D  D  A  SD  SA  3 

A  D  A  SA  A  A  SA  A  D  D  D  SA  SA  SA  SA  SA  D  D  D  D  A  SD  D  SA  1 

A  D  D  SA  A  SA  A  D  D  SA  SA  SA  SA  SA  SA  SA  D  D  D  SA  D  SA  D  SA  2 

A  A  D  A  A  A  D  SA  SA  SA  SA  SA  SA  SA  SA  A  A  A  SA  A  D  A  A  A  2 

A  A  A  SA  SD  D  SA  A  A  A  A  A  A  A  A  A  A  A  A  A  A  A  SD  SA  2 

SA  SA  SA  SA  SD  D  SA  A  D  SA  D  A  D  D  D  D  D  A  A  D  D  D  D  SA  2 

SA  A  A  SA  A  SA  SD  SD  SA  SD  D  D  D  D  A  A  A  SD  D  D  SD  D  D  SA  4 
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SA  D  D  SA  D  A  D  D  A  SA  D  A  A  A  A  D  D  A  NC  D  D  SD  A  SA  3 

A  SA  SA  SA  D  A  D  A  SA  A  SA  SA  D  D  A  SA  SA  D  A  D  D  D  SD  SA  3 

A  SA  SA  A  D  A  SA  SA  A  A  SA  A  A  D  A  D  D  D  D  D  A  SA  A  SA  4 

A  NC  NC  NC  NC  NC  A  NC  NC  NC  NC  NC  NC  D  NC  NC  NC  A  NC  NC  `A  A  NC  A  4 

A  A  D  A  D  A  D  A  A  A  A  A  A  A  D  D  D  D  A  D  D  D  D  A  2 

SA  A  A  SA  A  SA  SA  SD  D  A  D  D  D  D  A  D  SD  SD  SD  SD  D  SD  SD  SA  2 

SA  A  A  SA  A  A  A  D  D  A  D  A  A  SA  A  A  NC  A  A  A  D  A  D  A  2 

A  D  A  SA  D  D  SA  D  D  SA  A  SA  SA  D  SA  D  D  D  D  D  A  SD  D  D  2 

SA  SD  SD  A  D  D  A  SA  D  D  D  D  D  A  D  SD  D  D  D  D  A  D  D  A  2 

A  A  A  A  A  A  D  A  A  A  A  A  A  NC  A  A  NC  A  A  A  A  D  D  A  2 

A  D  A  SA  A  A  A  D  D  SA  A  D  D  D  A  A  D  D  D  D  A  D  D  SA  3 

A  A  D  A  A  D  D  A  D  A  A  A  A  D  D  D  D  D  D  D  A  D  D  A  4 

A  NC  A  SA  D  NC  NC  SA  NC  A  D  A  NC  D  NC  NC  NC  NC  SA  SA  D  NC  SD  NC  4 

SA  A  A  A  A  A  NC  D  D  D  SA  D  D  A  D  D  A  A  D  SA  SA  A  D  SA  4 

D  D  D  A  D  D  SA  D  D  D  D  D  D  D  D  D  D  D  D  D  D  D  A  A  1 

SA  SA  A  SA  SA  D  SA  A  A  SA  SA  SA  SA  SA  SA  SA  SA  SA  SA  SA  D  SA  A  SA  2 

SA  SA  SA  A  SA  A  A  A  SA  SA  SA  SA  SA  SA  SA  A  A  SA  A  A  D  SA  A  SA  2 

A  A  D  A  A  SA  A  SA  D  SA  A  A  D  A  D  D  D  D  D  A  D  A  D  SA  3 

A  D  SA  SA  SA  SA  SA  SD  SA  SD  SD  SD  SD  SD  SA  SA  A  SD  SD  SD  A  SD  SD  SA  2 

D  A  A  SA  SA  A  SD  A  NC  NC  A  A  A  D  A  A  NC  SA  SA  D  SA  SD  D  SA  2 

A  SA  SA  SA  SA  SA  SA  SA  A  SA  D  D  D  SA  SA  SA  SA  D  A  A  A  SD  SD  SA  2 

SA  A  A  A  A  NC  A  D  D  A  D  A  D  A  NC  NC  D  D  A  A  A  D  A  A  2 

A  D  A  NC  A  A  A  A  D  D  D  D  D  A  A  D  D  D  D  D  D  D  D  A  2 

A  D  A  SA  SA  SA  SA  SA  A  SA  SA  SA  SA  SA  SA  SA  A  D  D  SD  SA  DS  D  SA  3 

SA  D  SD  D  D  D  A  D  D  D  SA  D  D  D  SD  SD  SD  SD  SD  SD  A  SD  SD  SD  3 

A  A  A  A  SA  SA  D  A  SA  SA  SA  SA  SA  NC  AA  D  NC  A  A  A  SA  D  D  SA  2 

D  A  A  SA  SA  A  D  A  D  A  A  A  A  A  D  SA  A  A  D  A  SA  D  D  SA  3 

SA  D  SA  SA  SD  NC  D  NC  NC  NC  SD  SA  D  SD  D  SD  SD  SD  D  NC  D  NC  D  NC  3 

D  SD  A  SA  SA  A  SA  SA  D  SA  SA  SA  SA  SD  SA  SA  NC  SD  SD  SD  SA  SD  SD  SA  3 

A  D  A  SA  A  A  A  D  D  SA  A  D  D  D  A  A  D  D  D  D  A  D  D  SA  2 

A  A  D  A  A  D  D  A  D  A  A  A  A  D  D  D  SD  D  D  D  A  D  D  A  3 

A  NC  A  SA  D  NC  NC  SA  NC  A  D  A  NC  D  NC  NC  D  NC  SA  SA  D  NC  SD  A  4 

SA  SD  SA  SA  SA  SA  SA  D  A  D  D  D  D  D  D  D  D  D  D  D  SD  D  D  SA  2 

A  A  SA  SA  SA  SA  D  SD  A  A  A  A  SA  D  A  D  D  A  SA  A  SA  SD  SD  SA  2 

A  A  A  SA  A  A  A  A  A  A  A  A  SA  D  A  A  A  D  D  D  A  A  D  SA  2 

D  A  A  A  A  A  A  A  D  A  D  A  D  A  NC  D  NC  A  A  A  A  D  D  A  3 

A  A  SA  SA  SA  SA  D  SA  SA  SA  SA  SA  SA  D  SA  SA  SA  SA  SD  D  A  D  D  A  4 

D  SD  SA  SA  D  D  D  SA  A  A  A  SA  A  D  A  A  D  D  D  D  A  D  SD  SA  3 
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Abstract 

One thing that has emanated from the development of the internet technology and popular 

embrace of social networking is the emergence of a second digital world which is a virtual 

reality world called the cyberspace. The cyberspace users who can be described as the 

Cyberians  are attracted to the cyberspace from time to time especially because of the various 

opportunities/activities available via the cyberspace cutting across many spheres of human 

endeavor. There are however many threats or challenges which may be inimical to the safety 

of the cyberspace, the cyberspace assets/resources and the interest of the Cyberians, the 

regular cyberspace users or cyber citizens. This paper, based on extensive examination of 

contemporary literature on the cyberspace, explores fundamental activities of the cyberspace 

and explicates various forms of cybercrimes orchestrated by cyber criminals posing great 

threats to the cyberspace. The basic ideas of the paper are equally captured in vivid 

illustrative models. 

Keywords: Cyberspace, Cyber activities, Cybercrimes/Threats  
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Introduction/Background 

It is axiomatic that the present age of humankind is a computer technology age where 

virtually all aspect of human activities are computerized or computer-based and basic tasks in 

most spheres of human endeavor are enhanced or better executed via the instrumentality of 

modern or state of the art computer technology. It is also crystal clear that the whole wide 

world is presently in a state of constant transformation courtesy of the advent of advanced 

computer technology breakthroughs that are systematically revolutionizing the human 

society. The interesting thing about today’s computer technology advancement orchestrated 

by competitive wizards, working rigorously, independently or collaboratively, all over the 

globe but driven by the positive goal of making the world a better place, is the quick 

succession of contemporary computer-based innovations.  

Today, it will be highly unimaginable to think of life without computers or reverting to the 

pre-computer technology age characterized basically by manual execution of human activities 

and expending a lot of time, energy, efforts or resources on given tasks only to attract 

minimal results or outcomes.  On the other hand, the minimum input  with maximal output 

that is characteristic of computer technology application makes it exceptionally rewarding 

and simply preferred especially by those who have chosen to be computer technology 

compliant and always abreast development. The computer/ICT based internet technologies 

presently afford numerous end users myriads of opportunities online which are improved 

replicas or computerized versions of the traditional offline activities. It is in the light of the 

various online social, political, economic and educational activities as well as many others 

that computer technology/ICT has provided humankind a second world now described as the 

cyberspace. 

The word/term cyberspace has attracted a number of definitions or semantic interpretations 

especially by experts and lexicographers trying to shed more light on the meaning of the 

concept. This is characteristic of topical concepts or contemporary phenomena coming to 

limelight or arousing research interest. Cyberspace according to Adnan (2010) is an unreal 

world where information is constantly transmitted through or between computers. It is a web 

of private cum public computer networks. It is a geographical milieu of online conversations, 

email exchanges, flame wars, spam attacks and information dissemination or exchange. The 

cyberspace according to Pfaffenberger (2000) simply refers to the virtual space that computer 

systems have aided its creation, that is, the computer technology invented world. In a similar 
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vein, McGraw Dictionary of Computing and Communications (2003) briefly describes the 

cyberspace as the digital realms which include websites and virtual worlds. 

It is clear from the above definitions/descriptions of cyberspace that the cyberspace is a 

computer-technology invented /aid world. It is important to point out the fact that the first 

definition or description of cyberspace as an unreal world may not be as appropriate as the 

virtual space and digital realm/virtual world of the second and third definitions or 

descriptions respectively. This is simply because the cyberspace involves a lot of real 

happenings and activities similar to those of the physical world, so called the real world, 

hence there is a close relationship. It is against this background that the second world of the 

cyberspace is also described as the virtual reality world based on the fact that the lexeme 

‘virtual’ semantically depicts something very close to reality.  

This paper presents the outcome of an extensive examination of contemporary literature on 

the topical concept of cyberspace activities and the challenging cyberspace crimes/threats. 

The paper articulates fifteen (15) fundamental cyberspace activities that are attracting the 

attention/interest of several millions of cyber-navigators of different ages, genders, 

professions or status to the cyberspace, from time to time, day to day and place to place. The 

paper equally sheds light on some eighteen (18) prevalent cybercrimes/cyber threats that now 

constitute great challenge to the cyberspace as they can be inimical to the safety of the cyber 

assets/resources and the interest of the Cyberians. It fashions illustrative models to capture 

the ideas or concepts discussed to aid comprehension. 

An Exploration of Fundamental Cyberspace Activities 

The cyberspace has been constantly growing in terms of the numerical strength of its various 

users across nations as well as in relation to the various cyberspace activities attracting the 

numerous users to the cyberspace the world over. Korchmaros, Ybarra, Langhinrichsen-

Rolling, Boyd and Lenhart (2013) corroborate the numerical growth of cyberspace users by 

pointing out the fact that 95% of United States adolescents aged 12-17 use the internet while 

54% of the group text messages on daily basis. This is based on the outcome of their study of 

some 615 adolescents. Kumar (2013) equally puts the total number of internet users in India 

at 14.2 million by March 2013 with a total of 164.8 million net connections apart from apart 

from the numerous users of the popular cybercafés. The situation in other Asian countries 

like Malaysia, Indonesia, Singapore, Japan, Pakistan and China is not different. 
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The cyberspace is equally growing in terms of the existing cyber activities which have some 

similitude with those of the physical world and which tend to be more convenient and with 

less constraint as they can be done usually anywhere there are required facilities and cyber 

connection. The most fundamental of the cyberspace activities focused are cyber commerce, 

cyber learning, cyber socialization, cyber gaming, cyber entertainment, cyber journalism, 

cyber broadcasting, cyber advertising, cyber politics, cyber tourism, cyber medicine, cyber 

governance, cyber evangelism and cyber mobilization. These are captured in the diagram 

below and are discussed one after the other in the light of the views of contemporary 

cyberspace researchers. 
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Cyber Commerce in the Cyberspace 

Cyber commerce, otherwise called electronic commerce i.e. e-commerce, covers all forms of 

electronic, online or internet business transactions. Vakharia, Mishra and Kumar (2013) 

describe electronic commerce as that which involves selling and buying of goods and 

services over the World Wide Web i.e. the internet-based business transactions which are fast 

becoming the order of the day especially because of their cost, choice, and time advantage 

among other benefits. They identify four main type of electronic commerce namely Business 

to Business Electronic Commerce,(B2BEC), Business to consumer Electronic 

Business(B2CEC), Consumer to Consumer Electronic Commerce (C2CEC) and consumer to 

Business Electronic Commerce(C2BEC). Specifically, in relation to electronic banking, 

Usman and Shar (2013) identify some basic electronic/banking services viz electronic fund 

transfer, electronic cheque version and WEB/ATM services. Rahman and Lacey (2013) 

observe that the development as well as the popularity of the internet has necessitated the 

transformation of some aspect in traditional commerce into electronic commerce which many 

have embraced and successfully implemented. This is simply because it has been realised that 

to compete in today’s business/market, especially in a digital age, key business 

processes/transactions must have online or internet representation i.e. cyber-representation. 

Cyber Learning/Education in the Cyberspace 

Online learning and electronic learning are some of the terms used to depict the concept of 

cyber learning/education. Online learning according to Chiu, Chiu and Chang (2007) cited by 

Yee (2013) refers to learning done via the internet, intranet or extranet. It is regarded as one 

of the digital tools for the enhancement of teaching and learning the effectiveness or efficacy 

of which can be a function of how it is utilized. Yee (2013) identifies and examines the 

various online learning difficulties of some international students in Australian online 

learning setting or environment. Adeoluwa, Aboderin and Omodara(2013) equally identify 

computers and internet  as essential media of educational technology that have been 

successfully utilized in teaching and learning. The study conducted by Zhuhadir,Yang and 

Lytras (2013) on the impact of the social media systems on cyber learners shows that they 

can facilitate the dissemination of knowledge and engagement of students in the course of 

teaching more effectively than the traditional face to face teaching approach.  
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The cyberspace is therefore providing various means of knowledge acquisition and 

dissemination for virtually all categories of people at all levels. There are electronic-based 

learning aids for students at various educational levels, pre-school, primary, secondary and 

tertiary.  Permvattana, Amstrong and Murray (2013) discuss how e-learning can be designed 

to benefit the vision impaired. There are many courses now available online just as there are 

many exams now conducted online. Many learning materials are made available online just 

as there are lecture notes/lectures that can accessed online. Electronic versions of books, 

journals and magazines are now available online and library materials can be accessed 

without getting to the library. In fact, cyber learning/education has made the acquisition of 

knowledge interesting and relatively easy for all and sundry especially students, teachers and 

researchers. There are cyber fora for people to ask members of the cyber communities what 

they do not know or what they want to know the more, and those who know usually guide 

those who want to know or want to know the more. 

Cyber Socialization/Relationship via the cyberspace 

Naturally, humans are social beings hence socialization is more or less a distinctive human 

characteristic. The development of the internet–aided social networking and emergence of the 

cyber community now enhance human socialization potentials beyond expectations. Shahid 

(2013) observe that the importance of the internet technology is evident in virtually all 

spheres of human life and many now prefer the use of the internet and the new media for  

social communication than other traditional communication media. In a similar vein, Misra 

and Stokols (2012) confirm that cyber-oriented individuals have preference for the social 

virtual environments especially the chart rooms and there is the possibility that many of their 

real life/world relationships/marriage partners emanated from the cyberspace virtual world. 

Cyberspace-enhanced social communication has really revolutionized the seeking/initiation 

of romantic relationships/partnership as can be seen in growing rate of today’s online dating. 

Finkey, Eastwick, Karney, Rels and Sprecher (2012:49) therefore assert that “it is 

fundamentally altering the dating landscape, restructuring the romantic acquaintance process 

and changing the nature of compatibility matching”. However, it has been observed that some 

social Cybarians do abuse cyberspace via excessive cyberspace social communication and 

therefore end up with cyber-relationship addiction. This results from the addiction to the 

social relationship networking chart room and messaging to the extent that they now find 

online relationship/acquaintances more important than the existing real life/world 
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relationships/acquaintances. De Fife (2012) adds that excessive social networking  or social 

network addiction can have negative impact as this can lead to social isolation/disengagement 

from real life activities/societies which ultimately may degenerate to affect social-

psychological health by resulting in depression. 

Cyber Entertainment in the Cyberspace 

Cyber entertainment (cyber-tainment) can overlap with some other cyberspace activities 

especially those that can equally serve as good instruments of relaxation, amusement and 

warding off stress. However, cyber entertainment in this context is specifically in respect of 

how the internet functions as the mechanism or instrument for the provision of online songs, 

films, video games etc. for the entertainment or enjoyment of today’s more than 1.5millions 

internet users (Jaff & Chen, 2010). O’Keeffe and Clark-Pearson (2011) identify the YouTube 

as a key entertainment and communication website that happens to be the favourite of many, 

especially the youth and the young at heart, as well as some blog, gaming and virtual world 

sites. They further strongly caution that the use of the internet or cyberspace by children 

needs to be monitored to prevent any abuse or misuse that could negatively impact on them. 

Lopez-Fernadez, Freixa-Blanxast and Honrubia-Serrano (2013) also buttress the need for a 

controlled adolescent online/cyber entertainment use by stressing the fact that researches 

have reported/established non-substance addition to online entertainment among adolescents. 

However, the fact still remains that cyber entertainment can be to the benefit of users 

especially when used to ward off stress or ease tension like playing music while working on 

the system. 

Cyber Gaming in the cyberspace 

Cyber gaming happens to be one key cyber activity that is attracting the vast majority of the 

youths to the cyberspace these days. It is basically supposed to be another means of 

relaxation for the gamers both contemporary trends show that it is now being abused and 

misused making it attract attention. An International Conference on Cyber Games (CG2008) 

held in Beijing, China from 27-30 October, 2008 which is a pointer to the topicality of cyber 

gaming as a key component of the cyber space or key cyberspace activity. Yee (2007) points 

out that there is an enhancement of cyber gaming with the Massive-Multiplayer Online Role-

Playing Games (MMORPGs) online environment that facilitates the interaction of millions of 

people on daily basis. Cole and Griffith (2007) point out the uniqueness of the MMORPGs in 
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that they are used as traditional games and for the initiation of relation and for the exploration 

of places basically because they have both visual and auditory components for players’ use. 

However, Kapahi, Ling, Ramadass and Abdullah (2013) discuss the issue of excessive 

gaming identified as a sub type of addictive online/internet behaviour emanating from the 

creation of interactive environment for games platforms. This provokes a sense of wonder, 

amazement and awe of the fantasy world making cyber gaming an activity that gives gamers 

the room for imagination. Massive Multiplayer Online Role-Playing Game (MMORPG) is 

one of the appealing forms of gaming addiction for problematic internet users. 

Cyber Journalism of the Cyberspace 

Traditional journalism basically involves news gathering and dissemination by the press via 

the print media like newspapers and magazines hence to Meier (2007:13) “journalism 

researches, selects and presents issues that are new, factually correct and relevant. It creates 

public spheres by observing the society, delivering these observations to the mass audience 

through the periodic mass media and thus constructing a common reality”. The development 

of the digital/internet technology has brought significant changes to the practice of journalism 

as the traditional mass media control of news transmission or information dissemination to 

the public has been neutralised or modified by the advent of the digital media (Kaul, 

2013).The public now have the option of reading either the traditional hard copy/printed 

newspapers /magazines sold at the newsstands or the electronic soft copies/versions which 

many newspapers now make available online.  

Sherwood and Nicholson (2013) in their study of newspaper sport journalists discovered that 

Twitter, Facebook and Fan Forum are web 2.0 platforms commonly used by Australian 

newspaper sport journalists in the course of news sourcing/researching, news reporting and 

interacting with their readings. It is important to point out the fact that the development of 

digital/cyber journalism has attracted divergent views/opinions as some believe it negatively 

impact on journalism as the way many opt for the online newspapers /magazines will have 

sales implication while some believed that the traditional print journalism is enhanced by the 

digital journalism. Potter (2012) points out that some have therefore jumped to the conclusion 

that the advent of digital journalism will mark the end of the century of print journalism while 

some are of the opinion that the advent of digital journalism only marks end the of the 20th 

century journalism and the rise of the new era of journalism that continues to achieve its 

fundamental goals in dynamic ways. 

(IJCSIS) International Journal of Computer Science and Information Security, 
Vol. 12, No. 3, March 2014

70 http://sites.google.com/site/ijcsis/ 
ISSN 1947-5500 



 
 

 

 

 

Cyber Broadcasting in the today’s Cyberspace 

Cyber broadcasting is the otherwise regarded as webcasting and it is usually in respect of two 

main forms of online/internet broadcasting, namely, online or internet radio broadcasting and 

online/internet television broadcasting which involves online/internet audio and audio-visual 

stations or news transmission or information dissemination respectively. The internet radio is 

otherwise called web radio, net radio, e-radio or streaming radio simply because it involves 

the use of streaming technology that employs streaming audio format like Window Media 

Audio and Read Audio. The good thing is that the internet radio stations/services can equally 

be accessed and enjoyed from any part of the world where there is a good internet service just 

as the case of CBS Radio and Citadel Broadcasting. Cover It Live, Blog Talk Radio and U 

Stream are contemporary web-based news broadcasting media.   

Somu and Rengarajan (2012:350) observe that the Internet Protocol Television (IPTV)is 

becoming more and more important especially because of its live TV broadcast as well as a 

hordes of other interesting  services like Video on Demand (VOD) and Personal Video 

Recorder (PVR).The IPTV according to them refers to “a system that offers digital TV 

services through internet protocol over the computer network infrastructure which is now an 

area of research interest because of the increasing desire of TV consumers for interactivity 

and personalisation”.  Hartung, Horn, Huschke, Kampmam, Lohmar  and Lundevall (2007) 

however, argue in support of the hybrid broadcast unicast delivery especially because unicast 

technology is believed to be sufficient based on resource utilization and users experience in 

many situations . For example, it can enable users to access content on demand without 

following any fixed schedule among others. 

Cyber Advertisement via the Cyberspace 

This can also be morphologically regarded as ‘cybertisement’ though it is now a registered 

trade mark just as ‘cybertising’. Online advertising according to Ha (2008:31)means 

“deliberate messages placed on third party websites including search engines and directories 

available through internet access”. According to her, they are not unsolicited listing on third 

party sites and do not include marketers website for promotional and non-promotional 
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purposes, e-mails and other forms of marketing communications and shopping sites such as 

Amazon.com. Similarly, Haghirian and Madlberger (2005: ) define mobile advertising as “the 

usage of interactive wireless media such as cellular phones and pagers, cordless telephones, 

personal digital assistants, two-way radios, baby crib monitors, wireless networking system, 

GPS-based locators and maps to transmit advertising messages to consumers in form of time 

and locations, sensitive, personalised information with the overall goal to promote goods and 

services”. Cyber advertisement becomes pertinent now that there is dwindling readership of 

newspapers, a fundamental medium of traditional advertisement, with many now reading 

newspapers online just as they opt for the online TVs (Salman, Ibrahim, Abdullah, Mustaffa 

& Mahhob, 2011). However, the need to properly reward or monetize news media online 

efforts has been identified to complement the new media development and encourage the 

internet-facilitated new communication/media technology revolution (Yap, 2009). 

Cyber Politics/Politicking in the Cyberspace 

This, as the name suggests, simply refers to online/internet politics/politicking or political 

activities as opposed to the age long traditional face to face, print or broadcast media 

politics/politicking or political activities. Raves (2013) observes that ICT/internet affords 

citizens of different nations more opportunities to engage in political discourses/discussions 

thereby making the people to become politically informed and engaged. She, however,  

points out the fact that some people abuse this medium of cyber politics by being uncivil and 

derogatory in their political discussion simply because such online political communication 

gives room for relative animosity. Aronson (2012) in her study of cyber politics examines the  

role/impact of the new media on the political activities and electoral process in the United 

States and discovered that they do influence the electoral process vis-a-vis provision of vital 

political information, increasing political involvement and participation, setting political 

agenda and influencing election outcome among others. 

The concept of cyber politics has become so germane that some institution of higher learning 

like Villanova University had to incorporate cyber politics components into their political 

science/communication studies programmes. Also, the political parties of different countries 

now seize the opportunities of the new media to reach out to the electorate. The incumbent 

seeking re-election tries to showcase their score cards to the people via the new media to 

justify their campaign/ quest for re-election just as the opposition uses the new media as well 

to present their views on why the incumbent should not be considered by the electorate with 
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reasons and promises. Elections before election even come up via online opinion polls which 

in many cases reflect political trends and realities. Cyber politics/politicking was quietly but 

extensively utilized during the recent Malaysian elections as instrument of underground 

political mobilization just as used in many contemporary elections too. It is therefore not 

surprising that there have been a number of online opinion polls conducted in respect to the 

next United States presidential election that is still about a thousand days away. This was 

presumed to be between the Democrat’s former Secretary of State, Hillary Clinton and Chris 

Chistie the present Republican Governor of New Jersey who secured a land slide second term 

victory. 

Cyber Medicine/Cyber Medical Practices in the cyberspace 

Cyber medicine otherwise described as internet health by Segal (2009) refers to the act of 

“accessing electronic health records, consulting physicians emails, shopping online for 

pharmaceuticals and blogging about illness experience” among others. The author adds that 

health information is not only transmitted but equally transformed via the web just as internet 

health users are not just informed but equally transformed via the web. There is therefore an 

emerging area/concept of medical practice which involves the use of the internet for certain 

aspects of medical service delivery especially online medical consultation and online drug 

prescription by qualified physicians. Cyber medicine, however, is not exactly the same as 

telemedicine though they are over lapping. The former represents an improvement over the 

latter. The former is said to be usually applied to diagnostic and curative health delivery with 

limited participants’ involvement while the latter relates to preventive and public health. The 

latter has to do medical consultation or remote treatment of patients usually through 

telephone conversation or fax communication. The former has to do with studying 

application of the internet and global networking technologies to medicine and public health, 

examining the impact and implication of the internet and evaluating opportunities and 

challenges for health care (Eysebach, Ryoung & Drepgen 1999). 

It is important to point out that cyber medicine is not just limited to medical 

expert’s/practitioner’s unseen/unknown patients or virtual treatment of patients via the 

internet. Rather, it equally incorporates the process of medical training. Cowan, Sabari, 

Kaprales, Porte, Blackstein, Christancho and Dubrowski (2010) in their work or orthopaedic 

surgey training present a 3-D serious game that was designed using an iterative test and 

design method for the purpose of training orthopaedic  surgery  residents the series of steps 
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comprising the total kneel arthroplasty (replacement) procedure using a problem-based 

learning approach .The usability test of this is a pointer to the fact that the serious game is 

simplistic, intuitive and stimulating. There is also the cyber knife VSI (Versatile, Simple and 

Intelligent) system by Accuracy Incorporated designed to enable unprecedented precision of 

the system and benefiting patients a great deal. 

Cyber Governance/Government via the cyberspace 

E-government according to Haque, Memon and Shak (2013) refers to online digital 

government or internet based government involving the use of ICT for the exchange of 

information and delivery of services with the citizens, business or other arms of government. 

This, therefore, can be in form of government to citizen (G2C), Government to Business 

(G2B) or Government to Government (G2G).They identify efficiency, convenience and 

accessibility to/of public services as key benefits of e-government. Banday and Mattoo 

(2013) however,  add collaboration, empowerment, timelessness and cost effectiveness as the 

benefits of social media use in e-government. This, to them, requires good social media 

policy and security measures due to the susceptibility of the social media/government 

information system to cyber threats/attacks. 

The governments of many developed/developing nations now depend a lot on cyber system 

of/for governmental administration. Cyber journal (2013) expressly declares that the 

government of Canada (GC) depends on its wired and wireless network for communications 

and day to day operations hence any threat to their information assets could be very serious 

and which usually should be prevented. The same goes for the United State that uses the NSA 

and other security agencies to guard against national cyber information threats/insecurity that 

may negatively impact on cyber governmental administration. The website challenge of the 

Obama health care policy is considered by many as a great challenge of the president Barak 

Obama administration even though many believe it is doing well in some other areas simply 

because of the role of cyber governance in the present day American governmental 

administration. Singapore is another country known for a highly cyber-dependent 

governmental system of administration which was a major reason why some opponents of the 

government opted for a cyber-attack against the government recently to drive home some 

point (The Star, 2013). It is important to point out that even the government of North Korea 

that restricts the use of the internet /cyberspace by citizens has a government website. 
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Still on the issue of the social media use in e-government, Banday and mattoo (2013) also 

explicate this with specific reference to the situation in India. They point out that apart from 

individuals, business organisations and academic institutions that have been using the social 

media for information dissemination, social interactions, business promotion etc., 

government have been opting for the social media tools to revolutionize governmental 

administration for effective government–citizens communication. They further stress the fact 

that the United Kingdom, the United States, Australia, and Sweden among many other 

nations do use social media for digital diplomacy. 

Cyber Tourism/Online Tourism via the Cyberspace 

Cyber tourism, otherwise regarded as online tourism or E-tourism, according to Singh (2003) 

cited by Dixit, Belwal and Singh (2006) is “a new form of travel product distribution where a 

supplier/ service provider offers products/services mainly through the medium of internet to a 

group of customers irrespective of their physical location”. Online tourism according to them 

is fast becoming a concept of research interest hence its semantic interpretation has gone 

beyond the utilization of the instrumentality of ICT for the enhancement of the marketing of 

the business of traditional tourism. Rather, it now involves virtual tourism that brings tourist 

attraction to virtual tourists where ever they are as opposed to the traditional idea of tourists 

going to  the tourist attraction locations.  

One of the recent technologies that have facilitated the actualization of the concept of cyber 

tourism is the three dimension technology simply called the 3D Tech. This technology is the 

brain behind the 3Dimension virtual tourism which involved the realistic 3D navigation of 

virtual reality tourist destinations so as to virtually explore physical places without physically 

travelling to those places. This is made pretty close to reality with the aid of multimedia 

support features like sound effects and incorporation of narration mainly with the aid of the 

3DVT and usually on the internet.  Buhalis and Deimezi (2003) confirm the fact that ICT 

applications have been positively imparting on global tourism especially in relatively 

tourism-dependent Greek economic System. They add that some innovative tourism 

organizations are enthusiastically embracing e-tourism and internet tools to enhance business 

communication with their clients and other stakeholders. He, however, stresses the fact that 

there is still the need for better utilization, understanding and maximization of the potentials 

of e-tourism so as to enjoy its competitive advantages vis-a-vis other tourist destinations.  
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Cyber Evangelism via the cyberspace 

This is otherwise regarded as internet evangelism or cyber mission. Edmiston (2007) 

identifies the vital role of information technology as one key means for the fulfilment of the 

great evangelical mission to mark the beginning of his elaborate discussion of internet 

evangelism and Cyber mission. He observes that the internet has become a spiritual 

counsellor where many people now channel their spiritual questions and where they now 

obtain vital information on personal spiritual matters. This according to Chiluwa (2012c) 

explains why some religious organisations/institutions, that strongly believe that the internet 

is a fulfilment of prophecy or last day evangelical instrument, have been maximizing the 

benefits of the new media for the propagation of religious activities. Chiluwa (2013) adds that 

some offline worships and practices like healing ministration, anointing/communion services, 

feet worshiping, tithe and offering are also done online. He points out that the online 

Christian worship in Africa has become so popular thereby leading to the emergence of the 

Internet Church. 

 Edmiston (2007) further observes that the mission agencies need to have good understanding 

of the cyberspace based on the fact that contemporary trends in ICT have shown that the 

internet and related tools/devices will soon emerge as the dominant instruments of human 

religious communication. Some of the key benefits of cyber evangelism/internet mission  

identified include its low cost, low risk, wide geographical reach, possibility of one to many 

and many to one communication, media multiplicity, multilingualism, its being always on 

(unterrupted), preservation of messages, not being location dependent/constrained, not 

requiring many operation licences, bypass of demotivational restrictions etc. He however, 

rounds off his discussion by stressing the fact that there will be the need for the development 

of well-established internet evangelism and cyber mission units by 21st century mission 

agencies so as to reach the unreachable, access the inaccessible and follow up the young 

believers.    

Cyber Mobilization/Activism and Fund raising on the Cyberspace 

This can equally be described as online, digital or electronic mobilization/activism/fund 

raising which simply involves the uses of  electronic communication technologies or tools 

like Twitter, Facebook, YouTube and email to appeal to some people or canvass for their 

support in respect of a given cause basically to influence their action in favour of the said 
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cause. The Tunisians and Egyptians would quickly come to mind at the mention of cyber 

mobilisation. Kuebler (2011) discusses the role of the internet as a relatively free space in the 

political mobilization of Egypt and Tunisia irrespective of all sorts of censorship in place. He 

points out that Egypt’s blogosphere is one of the best documented in the Middle East which 

has impacted on the Egyptian politics. Kamis and Vaughan (2012) also confirm how the use 

of the social media especially Facebook, including Twitter, YouTube and text messages, 

were instrumental to Egyptian revolution. These were said to have been actively and 

effectively utilized to mobilize and coordinate the protesters towards supporting the common 

political goal.  

However, Stork (2010) adds that cyber mobilization predates even the Tunisian and Egyptian 

uprisings or the Arab spring uproar by pointing out that the revolutions of Iran and Moldova 

which were described as “Twitter Revolutions” preceded even the popular Arab spring. 

Equally important is the fact that the Arab woman are said to be quietly utilizing the 

instrumentality of the social media underground to advance their causes now described as 

cyber feminism. She therefore also stresses the role of social media/networking as a tool for 

the political mobilization of citizens and the actualization of the cause of pro-democracy 

movements. Cyber mobilization, however, is not limited to political activism or human 

mobilization only as this can also be in the form of financial mobilisation which entails 

mobilization of funds required for the execution of given projects especially a philanthropic 

projects. Corson-Finnerty and Blanchard (1998) therefore describe cyber fundraising as the 

utilization of internet tools for the enhancement of fund raising and not as a replacement for 

the traditional method, in such a way that incorporates/accommodates the socially active/ 

engaged generation of new internet users.   

An Explication of Challenging Cyberspace Crimes/Threats  

It is disturbing that the cyberspace that is serving multi-dimensional purposes and which is 

benefitting various people in different ways is now confronted by the preponderance of cyber 

crimes perpetrated by some, usually unknown, cyber criminals. This unfortunate 

development has the potential to negatively impact on the life-touching/changing cyberspace 

activities if not properly and promptly addressed. This means just as we the infiltration of 

numerous criminal acts or activities in the human society in the physical world, the same is 

equally happening or experienced in the digital or internet world of the cyberspace. More 
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unfortunately, various types of the cybercrimes keep emerging as existing ones are detected 

as many innocent and uninformed Cyberians continue to fall victims. 

The term cybercrime is otherwise regarded as computer crime, internet crime or web crime 

and it has attracted various definitions or interpretations by those who have shown interest in 

this area of study. Nosrati, Hariri and Shakarbeygi (2013:104) first simply describe computer 

crime as “any crime that involves a computer and a network” and net crime as “the criminal 

exploitation of the internet”.  They further comprehensively defines cyber crime in line with 

Halder and Jaishankar (2011) as “offences that are committed against individuals or groups 

of individuals with a criminal motive to intentionally harm the reputation of the victim or 

cause physical or mental harm to the victim directly or indirectly using modern 

telecommunication networks such as internet (chat room, email, notice boards and groups) 

and mobile phones (SMS/MMS)”. Kshetri (2013:118) equally defines cybercrime as “a 

criminal activity in which computers or computer networks are used as the principal means of 

committing an offence or violating laws, rules and regulations. To McGee and Byington 

(2013) cybercrime simply refers to the use of computer in conjunction with the internet for 

the perpetration of what they describe as White Collar Crime (WCC). There are various 

cybercrimes presently constituting threats to the cyberspace like cyber fraud, cyber gambling, 

cyber (child) pornography, cyber prostitution, cyber impersonation, cyber 

blackmail/extortion, cyber harassment, cyber defamation, cyber malware, cyber illicit 

business/transaction, cyberjacking, cyber piracy/copyright infringement, cyber denial of 

service, cyber spoofing, cyber spying and espionage, cyber terrorism, cyber warfare and 

cyber murder. These are captured in the model below and then discussed one after the other 

in the light of relevant literature. 
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There is prevalence of fraud of various types perpetrated by cyber criminals via the 

cyberspace just as there are prevalent fraudulent activities in the physical world. Many 

innocent cyberspace users have fallen victims of the traps of the cyber fraudsters and there is 

the possibility of many falling victims except precautionary security measures are put in 

place. Various types of cyber frauds can be identified, namely, financial fraud, email/text 

message fraud, electoral fraud, airtime fraud, online publication fraud etc. One of the major 

cybercrimes identified by Nagpal (2008) is financial crime which basically aims at extorting 

money from targets or victims and which is identified as the key motive behind most crimes. 

This, according to him includes credit card frauds, money laundering and bank account 

manipulation. He specifically identifies the “Salami fraud” as an example which involves the 

insertion of a program into a bank’s server to be deducting a token amount from every 

customer’s account which over a period becomes a huge amount of money. 

The email/text message fraud is a kind of cyber fraud where the recipient/victim is given a 

piece of deceptive information aimed at defrauding him or her like saying he/she has been 

left an unknown inheritance, has won a computer generated lottery or should allow the use of 

his/her account to lodge a huge amount stolen from some foreign organizations or nations. 

The cyber electoral fraud relates to the kind of voting fraud or manipulation of 

results/information where the electronic or online voting system is employed. Cyber 

fraudsters also advertise and sell some fake products online like those for weight loss and fast 

money making ventures aimed at siphoning innocent victims’ hard earned money. Airtime 

fraud occurs when somebody’s airtime is programmed to be transferred to another person 

when the victim recharges. On the online publication fraud, Jalahan and Mahboobi (2013) 

point out how some cyber criminals now create fake websites for journal publications with 

bogus impact factors just to attract authors who want their work published as quickly as 

possible and who are ready to pay the exorbitant publication fee charged for the papers that 

are not usually properly reviewed if reviewed at all.  

Cyber Gambling on the Cyberspace 

This simply refers to the internet based gambling otherwise regarded as online gambling 

which according to Wood and Williams (2011) presents the traditional form of gambling in 

an electronic format on the internet thereby making it accessible to those with internet 

connection and electronic means of money transfer to participate. They point out that there 

were 2243 internet gambling websites as of August 2009 with virtual slot machines, pokers, 
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horse betting ,  skill games and casino table games, among others, available online and the 

number keeps increasing. Although cyber gambling is legalized and regulated in some places 

especially where traditional gambling is not illegal, it is prohibited in many other places 

especially where traditional gambling is a crime. Even states like Nevada and New Jersey in 

the United States only passed laws that allow some forms of online gambling. However, 

cyber gambling makes it possible for people from all walks of life to gamble freely including 

those from places where it is prohibited thereby making the cyberspace a free gambling zone. 

Griffith and Parke (2002) identify some factors that are likely to be responsible for growth of 

the internet gambling business like existence of sophisticated gambling software, integrated 

e-cash system, multilingual  sites, increased realism (via web cam gambling) remote 

wagering and improved customer care systems. They further point out that cyber gambling 

may not make it easy to control or curb adolescent gambling as those of them who have the 

credit card information of parents or older siblings can still gamble online. Also, those under 

the influence of alcohol or drug can gamble away fortune online when they not in the right 

frame of mind whereas they may be restrained in a non-online gambling setting especially 

where there are reasonable gamblers or in the company of close friends. The possibility of 

internet gambling being doubly addictive is however identified based on the fact that internet  

use and gambling could be addictive. It is in the light of this that Kuss and Griffith (2011) are 

of the opinion that excessive gaming can result in some of the common symptoms of 

substance addiction. 

Cyber (Child) Pornography of the Cyberspace  

Pornography traditionally depicts obscenity and sexually explicit materials. Cyber 

pornography usually abbreviated as cyber porn and sometimes called web or net porno, 

according to Desai and Patel (2013) refers to the stimulation of sexual or erotic activities on 

the internet. They point out that there are free and commercial pornographic sites that offer 

variety of sexually explicit materials like photos, videos as well as live web cam access that 

enable those interested to access pornography of all kinds. Cyber pornography happens to be 

one of the fastest growing online businesses and this is evident in the thousands of 

pornographic sites in existence. It is important to note that while pornography or cyber 

pornography is not illegal or prohibited in some countries or societies the case is not the same 

in many other countries or societies. However, child pornography which involves sexual 

exploitation of children or involvement/exposure of children to the act of pornography, 
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whether online or offline is prohibited in virtually all nations of the world. It is unfortunate 

that those in the cyber pornography business still engage in this to the satisfaction of 

pedophiles. This must have informed the recent arrest of 43 men members of an international 

child porn network with about 140 identified as their victims and several thousands of images 

discovered in their systems. 

There have been a number of researches on the consequences of consumption or excessive 

exposure to pornographic materials. Owen, Behun, Manning and Reid (2012: 116) observe 

that “Youth who consume pornography develop unrealistic sexual values and beliefs. 

Permissive sexual attitudes, sexual occupation and early experimentation have been 

correlated with more frequent consumption of pornography”. They equally point out how 

researches have linked adolescent use of pornography with increased degrees or levels of 

sexual aggression just as researches have suggested that those who consume online 

pornographic materials are prone to low degree of integration/emotional bonding but high 

level of delinquent/problematic behavior and incidence of depression. In a similar vein, 

Seigfried-Spellar and Rogers’ study (2013) of the effect of consumption of adult-only 

bestiality and pornography shows that those who started earlier are more likely to be involved 

in deviant pornography (bestial or child) compared to those who started later. 

Cyber Harassment (Bullying and Stalking) on the Cyberspace 

Cyber harassment, cyber bullying and cyber stalking are closely related concepts though 

some have ascribed them slightly different interpretations and classifications. Cyber 

harassment according to Willard (2007) refers to the act of using telecommunication services 

to repeatedly communicate unwanted, unpleasant and demeaning messages that are intened to 

cause emotional distress to the target victims. The two main types of cyber harassment are 

cyber bullying and cyber stalking. Cyber bullying according to Fraser, Bond-Fraser, Buyting, 

Korotkov and Noonan (2013:26) involves the use of the internet to denigrate, demean or 

harass a person with a degree of anonymity and possibly 24 hours a day and 7 days a week. 

To Belsey (2004) cyber bullying involves the use of electronic communication devices to 

intimidate, harass and threaten somebody thereby achieving an effect similar to the traditional 

direct bullying. It is in the light of this that Smith, Mahdavi, Carvalho, Fisher, Russell and 

Tippett (2008) also define cyber bullying as aggressive behavior of some individual or group 

executed via modern electronic communication means over a period of time against some 

defenseless target victim. 
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Cyber stalking according to Hazelwood and Koon-Magnin (2013) involves repeated pursuit 

of target individuals by using unwanted electronic communication and by threatening, 

coercing or intimidating them. Nagpal (2008) also stresses the fact that cyber stalking 

involves repeatedly harassing or threatening target individuals using the internet, emails or 

other electronic communication devices. This shows that the basic element of cyber bullying 

and cyber stalking is harassment or threat hence the classification of both as forms of cyber 

harassment. The slight distinction lies in the fact that cyber bullying, just as the traditional 

bullying relates to children and teenagers while cyber stalking is in respect of cyber 

harassment of adults. This is in line with the position of Chiong (2009) who identifies the 

case of Megan Meier, who killed herself after being deceived and cyber bullied by a 

neighbour’s mother,  as that which popularized cyber harassment .This however, is unlike the 

categorization of Willard (2006) of online harassment and cyber bullying as two of the 

identified seven forms of cyber crime similar to Fraser, Bond-Fraser, Buyting, Korotkov, and 

Noonan (2013) identification of cyber harassment and cyber stalking as methods of cyber 

bullying. One important point by Notar, Padgett and Roden (2013) in respect of cyber 

bullying is the fact that the perpetrator need not be strong or swift as all that is needed is 

access to cellphone or computer with the desire to terrorize target victims. 

Cyber Impersonation of the Cyberspace 

There is an increase in the rate of cyber impersonation and identity theft of the cyberspace in 

recent times to which many innocent victims continue to fall victims. Cyber impersonation 

and identity theft according to T & M Protection Resources (2004) involves using of the 

internet to post unauthorized, incorrect and/or malicious content that relates to a given 

individual or fraudulent establishment of an entire personal profile carefully designed and 

maintained to give the semblance of a real or an existing account. This act can be perpetrated 

without the knowledge of the affected/target victims as effort is usually made to make such 

an activity difficult to discover. Ensour (2013) identify two main types of online 

impersonation as individual impersonation and website impersonation hence these can be in 

form of impersonation in online commerce, impersonation targeting children, online 

friendship impersonation, personal identity information theft etc.  

Impersonation and deception according to Banerjee, Barman, Faloutsus and Bhuyan (2014) 

are now very rampant on the internet and they constitute fundamental mechanics usually 

employed in the perpetration of serious scams especially by pharmers, phishers and DNS 
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squatters. Reznik (2013) corroborates this point and adds that internet or online 

impersonators usually access the target victims’ accounts simply by stealing their passwords 

using all possible tricks at their disposal and they can equally create a fake profile with which 

they continue to impersonate their target victim. This is also buttressed with the case of a 

New Jersey woman who created a fake Facebook profile to discredit her detective ex-

boyfriend by portraying him as a drug addict cum sex deviant before she was eventually 

discovered and accordingly prosecuted. The cyber bullying case of Megan Meier also has 

element of impersonation as the woman who cyber bullied her first impersonated a 16 year 

old male friend before eventually resorting to cyber bullying. 

Cyber Prostitution on the Cyberspace 

Prostitution is an age long illicit act often described as the oldest business or profession 

which has been revolutionized by computer/internet technology evident in the new concept of 

cyber prostitution as there is now cyber or online sex.  According to Nunez, Medalle, 

Penaflor and Ranario (2012) cyber prostitution is an online or internet based/aided sexual 

activity involving the performance of lewd shows before the computer which are paid for 

accordingly and as agreed. Now, there are online advertisements of brothels sometimes with 

photographs those offering the services made available, known or unknown to them, so that 

those interested in their services can contact them online, by email or via text message to 

book appointment. There are cases of those who pay to watch the private or nude activities of 

housed prostitutes while dressing, undressing or bathing via cameras strategically installed 

usually without their knowledge.  

Beckham and Prohaska (2012) equally observe that many sex workers now operate on the 

internet which reduces the number of those now on the streets and makes their activities less 

obvious. To them, the internet therefore now offers myriads of opportunities for the sexually 

deviant people to constantly whet their appetite but add that some unfortunate prostitutes 

usually fall victims of their acts of sexual violence. In a similar vein, Farley (2011) cited in 

Beckham and Prohaska (2012: 637) also points out that “men who purchase sex often 

dehumanize women, view them with anger and contempt, and lack empathy for their 

suffering, hence they separate sex from emotions and they therefore objectify women”. 

However, the cruelty of cyber prostitution is not taken lightly when discovered. Green (2014) 

reports the arrest of one Aaron Prater charged with felony count of promoting prostitution as 

one of the ninety people arrested in a six-month five-state investigation into online or cyber 
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prostitution by the Fort Wayne Police Department. This was done in collaboration with 

members of a federal project leading to several arrests in Ohio, Illinois, Kentucky, Michigan 

and Texas. 

Cyber Defamation (Libel and Slander) on the Cyberspace  

Defamation according to Desai and Patel (2013) is otherwise regarded as cyber smearing as it 

involves the use of a computer/ICT aided message to smudge somebody’s image, damage 

someone’s reputation or dent the victim’s personality hence its description as character 

assassination. Such defamation according to Potter (2013) is of two main types namely libel 

or libelous defamation and slander or slanderous defamation. The former involves defamation 

in written/printed form or any other form that is permanent while the latter involves 

defamation in spoken/speech form requiring some additional proofs. Angelotti (2013) looks 

at the libelous defamation of a form of social media networking, Twitter, with an audience of 

over 140 million people, described as Twibel and points out the fact that the United States 

courts are yet to rule on a few Twibel suits that have come up. She further points out the 

historical position of defamation law to maintain a balance between freedom of speech and 

protection of people’s reputation. She is therefore of the opinion that Twibel should be a legal 

means of preventing defamation on Twitter without inhibiting civil discourse thereby making 

the defamation law a legal instrument and not a legal hindrance. 

Cyber Malware (Virus, Worm & Trojan) Attack of the Cyberspace  

Cyber malware simply refers to malicious code/software which Nosrati, Hariri and 

Shakarbeygi (2013) identify as one of the three main cybercrimes/attacks that basically target 

computer devices or networks. To Maitanmi, Ogunlere, Ayinde and Adekunle (2013) 

malware comprises viruses, worms, Trojans as well as other software that access/attack 

people’s computer systems without their knowledge  or pretentiously and which could 

destroy vital or valuable information if not quickly detected and halted or remedied.  

Viruses according to them are computer programs which spread to other computers usually 

just as biological viruses do but which must be attached to some documents or programs 

before they can spread and do the havoc or corrupting or deleting data or disrupting an entire 

system. File virus, boot sector virus, macro virus and hoax(er) virus are forms of computer 

virus identified by Obi and Okpor (2013). Worms, on the other hand according to them, can 

automatically replicate themselves and capitalize on some loopholes or weaknesses to attack 
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target systems or essential computer resources like memory space or processing time. Trojans 

or Trojan horses are unauthorized malicious programs that usually pretend to be authorized 

and on the basis of which target systems that erroneously accept are attacked (Ibikunle & 

Eweniyi, 2013). Some of the forms of Trojans identified by experts are hand on theft Trojan, 

remote access Trojan, data sending Trojan, destructive Trojan, denial of service Trojan and 

security disabler Trojan.   

 

Cyber Jacking on the Cyberspace 

Cyber jacking is somehow closely related to traditional hijacking because just as hijacking 

involves forcefully or violently seizing and taking control of an aircraft or other related 

means of transportation, cyber jacking involves forcefully breaking into other people’s or 

organisations’ secure or protected systems with the intension of accessing vital information. 

Nagpal (2008) discusses the concept of web jacking which according to him involves 

forcefully taking over people’s or organisations’ websites by web jackers who crack their 

passwords and may eventually change them. This will ultimately block the access of the 

original or rightful owners of the hijacked websites thereby depriving them of the sole control 

of the websites vis-a-vis what is placed on or done via the sites. Recently, the websites of 

some online/electronic journals have been reportedly hijacked by some cyber criminals who 

are now operating them with some bogus impact factors to attract authors and make them pay 

the publication fees, the ultimate goal of hijacking and controlling the journals websites. La 

Barge and McGuire (2012:47) also discuss the concept of session hijacking which according 

to them is all about “the exploitation of a valid session key to gain unauthorized access to a 

computer system or a computer network” They identify four main forms of session hijacking 

namely session fixation, session side jacking, session key theft and cross site scripting. 

Cyber Illicit Business Transactions (Drugs and Fire Arms) of the Cyberspace 

The cyberspace is now being used as a cyber haven/rendezvous or safe avenue  to initiate, 

execute or finalize some illegal or illicit business transactions especially the sales of hard 

drugs and fire arms transactions thereby making the perpetrators activities somehow more 

hidden. Maitanmi, Ogunlere, Ayinde and Adekunle (2013) therefore identify cyber drug 

trafficking as a prominent form of cyber crime which is aided by internet technology making 

the sale and purchase of illegal substances possible online especially through encrypted 
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emails. Nosrati, Hariri and Shakarbeygi (2013) also corroborate the prevalence of cyber drug 

business and stress the fact that the illicit online business is thriving because it does not 

involve physical contact or face to face communication hence, many who ordinarily would 

not have been bold enough to engage in such a transaction conveniently engage in the illicit 

online business transaction. Another form of cyber illicit business that is thriving online is the 

sales of guns or fire arms especially those who would have passed background check test like 

children and those who are non-compos mentis i.e. who are not of sound minds. It is 

therefore not surprising that the United States alone records about 31,000 gun deaths every 

year which includes about 19,000 suicides (Bloomberg, 2013).   

Cyber Service Denial of the Cyberspace 

This is another way of perpetrating cybercrime aimed at depriving given individuals or 

organizations the opportunity of enjoying desired/required cyber facilities. Denial of Service 

(DoS) attack is executed basically by flooding a given computer or server with overwhelming 

requests far more than what can be handled which prevents incoming of expected legitimate 

requests and which may result in the crash of the system or server and eventual deprivation of 

authorized users’ access. One main type of cyber service denial is Distributed Denial of 

Service (DDoS) which usually involves a number of perpetrators from different locations or 

when malware infected computer systems are remotely controlled (as botnet/zombie network) 

simply to overwhelm the target system or computer. 

Gupta, Joshi and Misra (2010) identify Trinoo, TFN, TFN2K, Stachel Draft, Shaft, MStream, 

Knight and Trinity as some attack tools. According to them a Distributed Denial of Service 

(DDoS) attack is a situation where a legitimate user or an organization is deprived of some 

basic cyber services like web, email or network connectivity, that they would normally 

expect to have”. Singleton (2014) however, points out that DDoS attack may not be to attract 

financial or monetary benefit but to attract some high level attention or recognition. Another 

form of DoS is email bombing which in a similar vein entails spamming or flooding of an 

email address or a server with emails so as to block legitimate or authorized emails. 

Cyber Piracy/Copy Right Infringement on the Cyberspace 

Piracy simply refers to the act of making or producing illegal or unauthorized copies of 

products or materials considered as the intellectual property of others like books, computer 

programs or software, films/videos musical CDs or DVDs etc. This is usually prohibited 
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because such items or materials are protected by the copy right law. The copy right law 

therefore usually prohibits infringement on people’s copy righted materials or intellectual 

property by any person or organization without the copy right owner’s permission or 

appropriate authority’s approval. Hommige (2013) observes that with the unique use of the 

internet as means of information sourcing, gathering and transmission comes the rampant 

problem of intellectual property infringement due to the unlawful online uploading, 

downloading or reproduction of other people’s copy righted products or materials. Singleton 

(2013) points out that in February 2013, 178 million Americans watched 33 million online 

videos which show the value of the intellectual property on the internet just for movies only. 

Rampant piracy of software according to Hommige (2013) also results in a global loss of 

about $47 billion annually. Many countries have therefore taken the bold steps of making 

cyber piracy laws but  there are some reservations and challenges in relation to effective 

implementation of the laws especially due to the ubiquitous nature of the of the cyberspace 

and the perpetrators of cyber piracy. 

Cyber Blackmail and Extortion on the Cyberspace 

Cyber blackmail is the online version of the traditional blackmail as it involves using 

information or secret got about the victim to demand or be demanding for some incredible 

amount of money backed with the threat to release the said information or secret in case the 

victim fails to meet the blackmailer’s demand. One common secret used in cyber 

blackmailing or online blackmailing is the nude or seminude pictures of people copied or 

intercepted by the blackmailer in the course cyber sexual relationship or sexually explicit text 

messages sent in the course of sexting secret lovers. A lot of money is usually extorted from 

victims of cyber blackmail especially the wealthy public figures who have names to protect 

and who do not want to be exposed and there are some ransom ware developed for easy 

remission of cyber blackmailer’s requested ransom. Unfortunately, many blackmailers will 

usually resurface after collecting and squandering an earlier requested ransom once the victim 

and the secret are still alive.  

Closely related to cyber blackmail is ‘sextortion’ or sexual blackmail. Sextortion, coined by 

experts from a combination of ‘sex’ and ‘extortion’, involves requesting sexual favour with 

threat to reveal a secret or release information about somebody’s sexual affairs, images or 

messages. It is therefore a form of sexual blackmail which involves using sexual secret or 

information to exploit sexually. Frost (2013) gives an account of how some men called 
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‘cappers’ chat online with teens they call ‘camwhores’ flatter and manipulate the teens to 

flash or bare sensitive parts of their body which they secretly capture/snap and use to further 

blackmail them to do worse things like striping, masturbating or performing other sexual acts 

that are equally recorded. Many victims of cyber blackmail and sexual blackmail end up 

killing themselves when they can no longer cope with the incessant demands of the 

anonymous cyber blackmailers just as in the reported case of Amanda Todd who committed 

suicide in 2011. Gharibi and Shaabi (2012) therefore caution on sending or posting sensitive 

personal information on the social networking sites as this may expose people the more to the 

risk of physical and sexual extortion.   

Cyber Spying/Espionage of the Cyberspace 

Spying is generally an activity aimed at getting secret information about the target individual, 

organization or nation while cyber spying involves the use of computers, computer networks 

or software to get private information which can also be at the individual, organizational, 

national or international level. Cyber spying is therefore similar to traditional spying except 

for the fact that it is online or internet based and computer networks or systems aided making 

it possible for cyber spies to intercept or download valuable documents or information of 

others by hacking their systems and compromising the security put in place or simply by 

installing spyware or tracking programs on target systems.  

Cyber spying is however described as cyber espionage when there is a large scale case of 

spying especially which involves nations. China is believed to be one of the perpetrators of 

cyber espionage done to enhance China’s economic competitiveness especially in science and 

technology hence China is usually alleged of economic espionage (Bryan-Krekel, 2002). 

However, Pandey and Kusum (2013) believe that on China’s economic espionage 

mechanism, those affected need to put their houses in order, maintain their edge and 

capitalize on this since reengineering cannot take the place of innovation or originality. The 

United States National Security Agency (NSA) is also recently accused of large scale spying 

on Germany, Brazil and others following the spying revelation of Edward Swoden the cyber 

fugitive now in Russia. The United States however, has been emphasizing the need to employ 

cyber security surveillance and related measures to protect the interest of America and 

Americans especially by keeping eyes on the perceived and potential terrorists the world over 

so as to nip any plans against the US in the bud. 
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Cyber Spoofing on the Cyberspace 

Spoofing is all about deception in cyber communication and impersonation aimed at making 

the targets believe what they would not have believed or do what they would not have done 

normally. It therefore involves deceptive attempts of some intruders to access the 

systems/information of some target users by pretending to be who they are not. Different 

types of cyber spoofing have been identified by Khan (2013) and also by Dalla and Geeta 

(2013) hence we have SMS spoofing, call spoofing, email spoofing and website spoofing. 

SMS spoofing involves mobile phone information theft/access and the use of the mobile 

phone number to send and receive text messages usually through the internet pretending to be 

the rightful owner of the mobile phone number. Email spoofing similarly involves sending 

email messages that appear to emanate from the rightful owner of the email address with a 

similar header but which actually originated from another source. This is done with the aim 

of sending misinformation or getting vital information like passwords in response. Call 

spoofing otherwise regarded as caller ID spoofing involves making deceptive 

telecommunication where telephone network is made or manipulated to show a given number 

on the receiver’s caller ID display quite different that of the real or actual caller. Website 

spoofing is a situation where a cyber criminal deceives victims with web information and 

tries to obtain vital information with which they can further scam or defraud e.g. account 

numbers or passwords. Cyber spoofing however requires or involves some other cyber crimes 

for its actualization like phishing, key logging, spyware and hacking.    

Cyber Murder on the Cyberspace 

Cyber murder simply refers to computer or internet technology aided killing which becomes 

possible because the computer/internet technology is now part and parcel of virtually every 

human activity which also accounts for why it is embraced by nearly all and sundry. It is in 

the light of this that Fortinash and Holoday-Worret (2012) describe cyber murder as internet 

homicide which, according to them, refers to a kind of killing aided by the internet which 

facilitates the online meeting of the victim and the perpetrator. Ibikunle and Eweniyi (2013) 

identify as the first example of cyber murder the case in the United States of an hospitalized 

patient about to be operated but against who some cyber criminal was engaged to murder by 

remotely altering his prescribed drugs by hacking the hospital computer system. The patient 

was eventually given a wrong combination of drugs by the nurse and the patient died. In a 

(IJCSIS) International Journal of Computer Science and Information Security, 
Vol. 12, No. 3, March 2014

90 http://sites.google.com/site/ijcsis/ 
ISSN 1947-5500 



 
 

 

similar vein, there are cases of serial killers who operate via the cyberspace to link, hook and 

kill their victims or targets hence their activities are equally facilitated by the internet. 

Cyber Terrorism of the Cyberspace 

Cyber terrorism simply put refers to online or internet based act of terrorism.  Embar-Seddon 

(2002) defines cyber terrorism as “premeditated use of disruptive activities or the threat 

thereof, in cyberspace, with the intention to further social, ideological religious, political or 

similar objectives, or to intimidate any person in the furtherance of such objective”. In a 

similar vein, Nosrati, Hariri and Shakarbeygi (2013) describes cyber terrorism as deliberate 

or intentional use of computers, networks, the internet or other computer tools/devices to 

perpetrate terrorist activities or to achieve terrorist objectives which could be political or 

ideological. Cassim (2012) also adds that cyber terrorists now see the cyber space as a digital-

age battleground and use computer based high technology to execute their violent or 

destructive plans making these difficult to detect. Cyber terrorists therefore could target the 

computer networks controlling power or water supply; road, rail, sea or air transport system; 

telecommunications, financial/economic or defense system with the ultimate goal of crippling 

the systems and causing unprecedented havoc. Ahmad, Yunos, Sahib and Yussof (2012) 

however, present a cyber terrorism conceptual framework that captures the motivation 

(social, political or ideological), tools (network warfare), method (unlawful means), domain 

(cyberspace), target (computer/information systems) and impact (economic loss, systemic 

disruption, and injury/death) of cyber terrorism. 

Cyber War/Warfare of the Cyberspace 

Cyber warfare is otherwise described as digital war or computer warfare. Cyber warfare 

according to Dipert (2010) simply refers to an attack of a nation’s governmental or civilian 

information systems via cyber attack instruments like malware and denial of service which 

unlike in conventional warfare does not cause a physical damage, injure or kill people but 

which can be inimical to the affected nation’s key interests. To Adnan (2010) cyber warfare 

involves the use of computers and the internet to conduct a cyberspace warfare which may 

include electronically blinding, jamming, deceiving, overloading or intruding into the target’s 

information and communication circuits/systems. The Star, a Malaysian newspaper, of 9th 

November, 2013 edition has a story about the recent cyber attack of an Anonymous network 

of hackers who had threatened war on the government of Singapore and its infrastructure 
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because of the decision to license online news. They actually attacked and made all official 

websites inaccessible for days which affected the websites of the Police, Internal Security, 

Ministries of Finance, Home Affairs, National Development, Office of the Prime Minister, 

the Parliament and the Cabinet. The Estonia’s botnet attack of 2007 and 1998 hacking of 

Serbia’s defense system are previous cases that are fresh in the memories of many people. It 

is important to point out the difference between cyber warfare and cyber terrorism as stressed 

by Applegate (2014). The former is used to advance the cause or agenda of a given nation 

while the latter is used to advance the ideology, cause or agenda of a terrorist group or 

organization. 

Conclusion 

This paper therefore presents in a nutshell the pros and cons of the virtual world of the 

cyberspace via the exploration of the fundamental beneficial cyberspace activities and the 

explication of the prevalent cyber crimes posing great threats or dangers to the cyberspace in 

the light of relevant contemporary literature. It is therefore paradoxical that just as there are 

myriads of cyberspace activities positively impacting on individual, organizational, societal, 

national and international activities or efforts, there are also emergent and challenging 

cyberspace criminal acts or activities being perpetrated that could negatively impact on 

individual, organizational, societal, national or international activities or efforts. There is 

therefore the dire need for all cyberspace stakeholders to sustain or maximize the benefits of 

the cyberspace, ensure the safety of the cyberspace, protect the cyberspace assets and the 

interests of the cyberspace users the world over using all logical means and possible 

strategies. 

Good knowledge and application of the basic information and computer security measures 

are imperative for cyberspace users to be on the safe side while utilizing computer, computer 

network or cyberspace resources. Contemporary cyber security guidelines and research 

findings of experts should be widely circulated to enlighten cyberspace users so as to keep 

them abreast of developments and equip them with the knowledge of contemporary cyber 

security/safety measures. Such security awareness or consciousness becomes pertinent as a 

way of exposing reigning or emerging cyberspace crimes/threats, to continually protect 

innocent cyberspace users and to safeguard their interests. Since cyber criminals now form 

networks and work in collaboration to rain some cyber havocs, the war against cyber crime 

should be reinforced with collaborative strategies at the individual, organizational, societal, 
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national and international levels. With all cyberspace stakeholders’ hands on deck, cyber 

crimes/threats can be reduced to the barest minimum and the cyberspace made a better and 

healthier haven for all and sundry.  
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